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Technology  
Forecast  
for Smart Cities 

Roberto Saracco EIT Digital Trento Node Director

The tutorial addresses the issue of technology evolution and its impact on the market. City planners need to understand how technology is evolving in order to make the appropriate choices for the evolution of their infrastructures, both physical and soft. 

The tutorial starts by looking at the current status of technologies in the areas of processing, storage, communications, sensors and charts the foreseen evolution. Then it looks into how these evolutions are affecting the decisions of municipalities and companies working in the smart cities space. 
The final part provides concrete examples of cities planning, including transportation, lightning, open data framework. 

The tutorial is complemented by 6 one-hour videos that can be used on line.
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What does it mean  
                     “Smart City”?

The Qualifier “Smart” is quite clear, and so is the term “Smart City”. However, as you start looking closely into it, and you challenge people to define it you’ll start to see that there can be, and there are many points of view that are not easy to reconcile into a single whole.
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What does it mean  
                           “City”?

Cities have been founded, they have grown and declined, many were abandoned and have become ghost town, and over centuries have been reclaimed by Nature. 

There have been, and there are massive clustering of people but they don’t last more then a few days. After a short period they disband, because they cannot access resources.   
At the core of these two apparently different situations there is a common factor: declining cities have declining infrastructures (it is a chicken or egg dilemma) and a cluster of people does not have an infrastructure to sustain it over time. 

Infrastructures are the crucial element in glueing communities over time. In the end the measure of the smartness of a city, of a community, is tied to the smartness of its infrastructures. In the past large communities required the physical infrastructures of a city, smaller communities required the more limited 
physical infrastructures of villages.  Today communities can thrive in the cyberspace, using internet and access devices as the supporting infrastructure. 

This is interesting since this blurs the boundaries of cities and communities. It is also something that can be leveraged on the path to make cities smarter. 
Technologies are the enablers of infrastuctures.  The evolution of technologies lead to the evolution of infrastructures and, even more important, in the creation of novel infrastructures that can change the rules of the game.



‹n.›

Infrastructures

Connectivity Infrastructure

Services Infrastructure

Perceptive Infrastructure

Awareness Infrastructure
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There are several kinds of conceptual infrastructures that we should consider in our exploration of technology evolution applied to cities and citizens. 

The first, and basic one, is the Connectivity infrastructure. Streets, roads, highways are the ones immediately coming to mind.  Then, in the last fifty years telecommunications became an important connectivity infrastructure and more recently Internet (not the Web, that is part of the service infrastructure). 
Telecommunications started 150 years ago but for the first hundred years was a sort of service infrastructure, rather than a connectivity one since it was serving selected ones.  It is only in the second part of the last century that it became a connectivity infrastructure for business first and then part of the 

universal service. For its pervasivity, wireless radio is today a worldwide connectivity infrastructure. 
Connectivity infrastructures let people interact. This is the bases for aggregating a community.  But to maintain the community you need to provide some basic services.  

Services infrastructures are bringing water, getting rid of waste, provide transportation, more recently provide power (electricity, gas, petrol….). In the last decade the web has grown to become a fundamental service infrastructure for both thrift and social life. As the web grew, so grew service variety and 
support platform, like clouds, data centres. The creation of data, their accessibility and the ever more sophisticated data processing has resulted in a service infrastructure of its own, although it leverages on the web for access and on the connectivity infrastructure for transport. 

More recently we have started to see the first signs of an awareness infrastructure. Today we have small islands of awareness, mostly embedded in our own devices, but over time we will see these islands grow and merge creating a full scale ambient awareness that will become an infrastructure of its own, and 
an essential component in what we call a smart city. 

Above all these infrastructures we have the perception infrastructure that is basically made of people and it is mediated by the physical and more and more by the personalised service infrastructure. It interacts with the awareness infrastructure to better serve customisation. 
All the above infrastructures are regulated by two forces, the economic force and the regulatory force. These can be seen as special kind of infrastructures on their own. They interact with all the other infrastructures both stimulating and constraining their evolution. Understanding their mutual interplay is 

essential in designing a smart city roadmap.
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OK, so let’s take a look at how technology plays a role in the above infrastructures and how its expected evolution can be factored in, in a smart city roadmap.  We can start from the very basic of evolution drive, epitomised by the Moore’s law. Than we can look at how the infrastructures at the core of a city are making use of technology 
and how its evolution can be factored in. 
A special focus is needed on the data fabric: I did not mentioned it as a separate infrastructure in the previous classification even though I hinted that data are a basic component of the service infrastructures. Indeed data can be seen more as a pervasive fabric, serving several  infrastrutures. It is relatively new although data were always 
present. What is new is their abundance and the technologies we have to “use” them. Because of these they are becoming a strong driver in a smart city evolution. Besides, this fabric provides a perfect link between a city and its citizen.  Citizens can become intelligent sensors and active players in the city operation and evolution 
contributing to the strenghtening of the data fabric. At the same time the data fabric can increase the awareness of the citizens on their city. 
As wrapping up we will consider the impact on the economy (bi-directional) and the transformation of the economy from a pure atom based economy to a bit economy (today) towards a data economy (tomorrow).
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Moore’s & Beyond  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The Moore’s law is probably one of the most cited empirical laws in these last 30 years. It goes back to a paper published in April 1965, so it is over 50 years old but its relevance became visible in the 80ies as chips became more and more powerful and cheap. It is basically predicting the capability of the 

semiconductor industry to squeeze more and more transistors in a given surface, their number doubling every 18 months. It is also stating that the manufacturing cost will remain the same per surface unit, hence the cost per transistor (which loosey equates to the cost per functionality) will be halved every 18 
months. 

The figure shows visually a comparison of the Moore’s law with the capacity of a music hall, comparing transistors on a chip to the gathering of people.  
In 1970 we were able to pack 2,300 transistors on a chip, roughly the equivalent of a large music hall capacity. By the end of the 80ies the number of people clustered to match the growth in density of transistors would have been 134,000, but it would have taken a large stadium to accommodate them, whilst 

they kept fitting on a chip. By 2003 the comparison would see 32 million transistors on a chip, equivalent to Tokyo in terms of population and by 2013 the number of transistors on a chip reached 1.3 billion, the population of China.  Now, if the Moore’s law were applicable to people you would be able to 
squeeze China population into a music hall!
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Moore’s and Beyond

The increase of the number of transistor on a chip is what made possibile ever more powerful computation and ever more sophisticated functionalities. However, what really made the difference was the second affirmation of the Moore’s law, the decrease of manufacturing cost. This is what made computation 

affordable and hence ubiquitous. This is the reason why today’s cities have plenty of distributed processing around, making traffic light smarter, power distribution seamless, waste management effective and more. Actually a large city today would come to a stand still if processing where no longer possibile, 
as we have seen happening in those situations of power outage. 

There is yet another corollary to the Moore’s law that has a strong implication on the increasing smartness of our cities: the ever decreasing use of power. We are now reaching a point where electronic circuits can be powered by very weak sources of energy, so weak in fact that one can use scavenging as a 
source of power, thus getting rid of the need for power supply. Electromagnetic field in the ambient, vibration produced by vehicles, temperature differences are getting sufficient to power sensors making it possible the monitoring of a city as never before.
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Moore’s and Beyond

So today we have reached a transistor size that has made possible high speed computation, huge storage on a chip and low power consumption. However, the Moore’s law ended its validity as a whole. The two sides of the Moore’s law coin, more integration density, lower manufacturing cost per transistor is 

no longer true. Since 2015 increasing the density of transistors on a chip no longer leads to a lower cost per transistor. Actually we have seen the cost per transistor increase as we are increasing their density on a chip. The trend towards lower power consumption, on the other hand, still holds true and this is 
good news for IoT, Internet of Things where the issue of power consumption far outweight the issue of processing power. And the increasing smartness in our cities will leverage quite a bit on IoT. 

Looking ahead, beyond Moore’s law we see several paths that will take us to increased processing power and decreasing cost although no longer tied to better silicon manufacturing processes.   
A few paths, possibly the ones closer on the horizon, are through  

- a novel chip architectures, like 3D microchips of which we already have some examples in memory stacking, up to 48 layers so far,  

- a fusion of processing and storage with memristors supporting neuromorphic computing, 

- adiabatic reversible computing able to slash the power consumption, and  

- massive distributed processing involving miriad of objects in “the fog”.  

This latter is possibly the one that can potentially have the greatest impact in a city environment. Notice how this is going to co-exist with the Cloud. The Cloud basically shift computation (and storage) from the periphery to a fuzzy center where processing and storage resources can be shared among users 
whilst a massive distributed processing in the fog leverages on object computation and storage capability.  

My feeling is that we are going to see a significant progress in this area earlier in the next decade, as 5G will start to become widely adopted. 
A different approach involves different non Von Neumann computers like quantum computers and/or different single atom layer materials (2D materials)  like graphene and molybdenum disulfide.  These are far away in time and are unlikely to affect the path towards smarter cities, although the industrial 

availability of 2D materials are likely to enable new types of sensors at much lower cost that can become part of any object. This ubiquitous presence of sensors and their intrinsic capability to perform local processing will be one of the enabler of the awareness infrastructure and this will have a crucial impact 
on the path towards smarter cities.
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Moore’s and Intelligence

One question is, of course, if we need this increase in processing (and storage) capabilities in the context of Smart Cities, considering that we have now access to almost unlimited processing (and storage) capacity in the Cloud(s) and most citizens have in the palm of their hands the processing capability of a 

Cray 1 supercomputer.  
As a matter of fact what we are missing today is not the peak processing/storage capacity but the usability of this capacity. The barrier to this usability are mostly the communication barrier and the energy barrier. 

In both cases the “beyond Moore’s” has to help. The evolution towards 5G and the networking at the edges promises the possibility to harvest both computational and storage power from smartphones, something that should be leveraged by future smart cities. Second, the lower power requirement (and 
better recharging possibility) should enable the usage of spare processing and storage capacity in smart phones creating a “Cloud in the Fog”, that is harvesting citizens’ smart phones capability to serve themselves as a community. Assume a city with 100,000 citizens having a smartphone, each smartphone 

having 1TB of storage capacity and a processing power of 20,000 MIPS (this is a conservative assumption: an iPhone 5s has 20,100 MIPS of processing power. In the next decade we can safely assume an average power of smartphone in that range). We can expect these smartphone to be used some 10% of 
the time (again a conservative assumption, meaning 2h and 24’ per day) and a spare storage capacity of 100GB (a 10% of storage capacity not used). This leaves a “shareable” capacity of 10Petabytes and a processing capacity of 2 billion MIPS, that is -roughly speaking- the capacity of a supercomputer or, 

again roughly speaking the processing power of a human brain. Roughly means that it is intended to give an idea. The comparison among massive distributed computing such as the one that could, and will, be implemented in the “fog” is quite a different beast from the processing going on in a 
supercomputer (even though a supercomputer is a cluster of million of processors). Likewise the comparison with the processing power of a human brain (even though here too we see a massively distributed processing structure). 

The point I am making is that a smart city by leveraging on the distributed power of hundred of thousands of devices, like smartphones, cars, tablets… can harvest a processing and storage capacity that is “au pair” with the one provided by a supercomputer and it can do that basically for free as long as it can 
provide a connectivity infrastructure like the one envisaged for 5G (and beyond). 

The other point I am making is that this tremendous processing power, that will keep growing year after year, can provide some form of “intelligence”, similarly to what processing accomplishes in a human brain. And I will go even further claiming that this is actually a first layer of emerging intelligence that 
can become the bases for further layers of intelligence and awareness, as I will detail later on. 

Going back to the evolution towards lower power requirement, this should enable the powering of a broad class of IoT devices, mostly sensors, and their use in the city environment at an affordable cost.
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Moore’s and Digitalisation

• Acoustic 
• Elect/Magn 
• Optical 

Sensors types

Transistors have reshaped the electrical communication infrastructure making it more affordable and more flexible. This latter was the result of digitalization, a trend started in the 1950ies and now ubiquitous. Bits are bits and scientists have found more and more ways to convert basically “everything” into 

bits, be it voice, images, sounds, strings of codons, traffic flows, diseases spread, people’s mood. I’ll consider the economic impact of this digitalisation later on. For now let’s consider the technologies that are making this digitalisation possibile because they have a strong influence on the path towards 
smarter cities. What you want, as a municipality, is to create a digital image of your city, of its citizens and of its processes. 

Presenting an overview of current and future technologies used in “sensing” would require a long time so many and varied they are. Knowing fully well that I can only provide a glimpse into the sensors world, I will try nevertheleto provide a such an overview since getting the feeling of what is already possible 
and what is going on in this area is crucial to a smart city planner. 

There are both analogue and digital sensors, meaning that the data provided can be in an analogue or in a digital form. The general trend is to either create data directly in a digital form or to process them locally, in the sensor, to deliver a digital data. So for our purposes I will consider digital sensors, even 
though in many cases the sensing technology produces an analogue sensing, but this is then translated into a digital data. 

Even the classification of sensors into broad family is complex and ultimately subective. I chose to classify sensors in 11 categories as follows: 

1. Acustic sensors: these sensors detect sounds, in the audible and outside of the audible spectrum. There are sensors able to capture ultrasound, as bats do (this is the case of ecography where a computer reads the ultrasounds reflection to create an image of your tissues and organs). The technologies 

supporting these sensors are mostly electromechanical (a plane moves as sound waves hit its surface and the movement is translated into a variation of an electrical current that is then converted into streams of bits). More recently there have been progress in the area of electrospun piezoelectric nanofibers 
that have very high sensitivity beyond what is currently available.  Usually the data provided by an acustic sensors are further analysed by signal processing applications. As an example, acustic sensors are used in agriculture to pick up the sounds in a potato field. Through signal processing it is possible to 

detect the presence of a white grub, a bug that eats the potato leaves. By analysing the data coming from several sensors in the field it is possible to localise the bug and spray the insecticide directly on it, thus decreasing pollution and cost. In a city we have hundreds of thousands of acustic sensors moving 
around: the microphones in cellphones and smartphones! A Smart City should find a way of leveraging from the data (background noise) these microphones pick up… 

2. ElectroMagnetic sensors detect the presence, and variations, of electrical and magnetic fields. Although we might consider these sensors as artificial (whilst the acustic ones may be felt as mimicking one of our senses) we have examples in the animal world where these kind of sensing is present (in sharks 
the ampulla of Lorenzini detects tiny changes in electrical fields, several birds have magnetic field detectors). The sensing is done by measuring the perturbations of a reference electric magnetic field inside the sensors caused by an external field. The study of animals able to detect these fields is leading 

researchers to study chemical ways of detection that can be more sensitive, working on spin properties at atomic level. We have electro/magnetic sensors everywhere, including our homes (e.g to detect the opening of a door…). A metallic object, like a vehicle, moving through an electromagnetic field 
perturbates it (by creating reflections). Also an object that contains water molecules, like our body, moving around alters the electromagnetic field (by absorbing it). These perturbations can be used to “sense” what’s happening. The city of Santander, Spain, uses magnetic sensors to monitor traffic 

congestion. Experiments have shown that by detecting the perturbation on a field generated by a WiFi network it is possible to detect the presence of people inside a building… Another possibility for a city to become “smarter”. 

3. Optical sensors detect .. photons. We are using optical sensors whenever we are taking a digital picture, and this happens over 4 billion times a day in 2016 (this is just about one photo per person with a smartphone, so it is not really a lot!). Optical sensors are in security cameras, in cars, in buildings…They 

can capture images, videos or simply the level of light in the ambient. Technology is usually based on photodiode, converting light into electricity thus generating an electrical signal that is further processed by software to render an image, to detect a face, to measure heart beat rate, temperature, pressure, 
humidity, strain.…The optical sensors can detect five optical properties of light: intensity, phase, polarisation, wavelegth and spectral distribution. Depending on the setting variations in one or more of these properties can tell us what’s going on. As an example an optical fibre placed in the concrete pillars 

of a building or glued to its iron beams gets strained as the building vibrates or stretches and these changes create a phase change in the photons flowing in the fibre, change that is measured by the sensor. A city planner may consider requesting that optical fiber are placed inside pillars of all new buildings 
to get data on the buildings themselves and on their surrounding thus detecting potential landslide danger. 

https://c.ymcdn.com/sites/www.memsindustrygroup.org/resource/collection/65D2A218-6B5D-4841-8834-33101711916F/Lightman_MEF_2016_final_v2.pdf
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Moore’s and Digitalisation
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• Chemical 
• Mechanical 

Sensors types

www.howtechnologywork.com

4. Radiation sensors detect particles emitted from atoms, alpha, beta and gamma particles and for a long time have been of interest to physicists only. After the terrorist attacks of 9/11 several cities in the US have started deploying radiotion sensors in coordination with the US Environmental Protection 

Agency. These sensors are part of the RadNet system (covering all 50 US states) and have been deployed in major US cities although in 2015 an article in the WSJ has revealed  
http://www.wsj.com/articles/radiation-sensors-in-major-u-s-cities-turned-off-because-they-dont-work-1445276241  

that many beta-radiation detectors do not work as expected because of interference with cellular towers and have been switched off. The gamma sensors seems to work fine. Technology is now providing alternative ways for detecting radiation. A US start up, Aerochromics,  
http://aerochromics.com  

is selling shirts  (and fabric) that can detect radiation level. Imagine having people (like the one working in waste pick up and disposal) wearing this type of shirts and moving around in the city. They would provide, at a glance, an indication of potential hazards due to radiation. We can expect more 
progress in material science (as I will point out in the next post) to address detection and monitoring aspects in our cities. 

5. Chemical sensors can detect specific chemical compounds. There are now many technologies enabling more and more types of molecules, chemical noses as a matter of fact that are way better than our nose and are approaching, and for certain chemicals, bettering our dog’s nose, one of the best chemical 
sensors in the world. Chemical sensors are usually based on an array of individual sensors containing molecules that bind on specific molecules present in the environment and when the binding occurs an electrical signal is generated. This signal reveals the presence of a specific chemical and its quantity. 

The analyses of the signals produced by the array identifies a substance containing those individual molecules in that specific percentage. Hence an electronic nose can detect the type of wine not just its individual components. At a city level chemical sensors are been deployed to monitor drinkable water 
quality, pollution levels and substances in the air, waste detection and more. In NYC a network of 150 chemical sensors placed on light poles monitor air quality. 

http://www.aidic.it/cet/16/47/001.pdf 

6. Mechanical sensors detect movements and proximity. They have been used even before the age of electronics and found widespread applications in the industrial revolution (in looms, lathe and many other tools).Modern mechanical sensors are coupled with electronics, optical and electromagnetic 

components that are increasing their sensitivity. Also, precision tooling has led to micro systems: MEMS Micro ElectroMechanical Systems, that have found application in micro sensors. These have achieved an amazing sensitivity and can be found in our smartphones, in lifts, in digital cameras,… actually 
almost everywhere. Cities can leverage on these MEMS sensors 

http://www.sensorsmag.com/wireless-applications/smart-city-project-santander-11152 
placing them in the tarmac, on sidewalks, on public transportation vehicles… 

http://www.howtechnologywork.com
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Senseable Cities Lab - MIT

• Thermal sensors measure the temperature. No big deal. We have thermometer in our homes, and we have thermal sensors to send a signal to the heating system to pump some heat because it is getting cold or to the air conditioning to cool down the ambient. The water faucet in our shower contains a 

thermal sensor to mix cold and hot water to our liking. In the past thermal sensor technology exploited the expansion of a material as the temperature increased. By measuring the expansion one could derive the data on the temperature. Today most thermal sensors use technologies that are refined 
“versions” of those used in the past, having discovered better materials and using two or more in combination to increase the precision. However, thermal sensors can be very sophisticated, much more sophisticated that the ones we are using at home. There are sensors that can detect a variation of 0.02° 

C in 1/40 of a second using nanotechnology coating the detecting surface with carbon nanotubes. Interestingly this technology is mimicking the scales on the Morpho butterfly that are very sensitive to temperature changes and deflect lights to help stabilizing the temperature on the wings.  
https://www.engadget.com/2012/02/15/ge-turns-butterfly-inspired-tech-into-cheap-accurate-thermal-se/  

Thermal sensors can make buildings and cities more secure by providing earlier warning of possibile fire. They can also be used for traffic monitoring since they are not adversely affected by light or darkeness as videocamera are.  
http://www.flir.com/traffic/display/?id=62099  

Thermal sensors are part of the Array of Things initiative in Chicago where hundreds of nodes on light poles will provide data on temperature, barometric pressure, light, vibration, carbon monoxide, nitrogen dioxide, sulfur dioxide, ozone, ambient sound intensity, pedestrian and vehicle traffic, and surface 
temperature. 

https://arrayofthings.github.io  

• Spatial sensors are a broad category providing data on location, speed and acceleration. They utilise a variety of technologies from GPS location to lasers and gyroscopes. The sensing part is complemented by sophisticated software to analyse the raw data captured (such as the delay in signal reception in 

the case of GPS where different satellites are beaming to Earth their radio signals: knowing where each satellite is and the different timing their signals are received it is possible to calculate with a very good precision where the receiver is on the Earth surface).  
More and more vehicles have a GPS receiver on board to pinpoint their location. So do most smartphones and a growing number of digital cameras. Even a few smart watches are starting to have a GPS receiver. Smart phones all have an accelerometer and a few also have a gyroscope. These data are often 

shared as embedded information inside a photo we are sending to a friend or posting on Facebook. It is most likely that most objects, either directly or indirectly, will have a way to “know” where they are, whether they are standing still or moving and in which direction. Radio signals can also be used to 
localise a smartphone (or a cellphone) based on triangulation and by measuring the signal power emission. 

Accelerometers nowadays are mostly based on MEMS and laser. They have achieved a very high sensitivity and precision. An HP inertial accelerometer developed in 2010 as part of HP project CeNSE (Central Nervous System for the Earth)  
http://www8.hp.com/us/en/hp-information/environment/cense.html#.V7FfK2X1bHs 

 can detect acceleration in the order of 1/1000 of G (gravity).  
http://gizmodo.com/5472864/an-accelerometer-1000x-more-sensitive-than-the-iphones 

It is measuring the displacement of a particle of silicon suspended at the center of the chip and is able to detect movement of the order of 1/10000 of a billionth of meter (a billionth times tinier than a human hair). This sort of accelerometers can detect all sort of vibration and software for signal processing 
can analyse those vibration to find the signature of the objects vibrating, that is the unique way an object vibrate so that it can be distinguished from other objects. One can detect if rails in an underground line are getting loose and need fixing, if a train has problem with its bracking system and so on… 

Indeed, one can look at something similar to CeNSE to create a nervous system for a Smart City. 
Cities can leverage on these sensors to get information on traffic and using software make forecast on the evolution reassigning resources as needed. 
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• Bio sensors result from the merging of a biological component, like an enzyme, an antibody, a microorganism, a cell with an electronic part that converts into data what the biological part has “sensed”. What started two decades ago as a laboratory exercise is now becoming an industry that will be worth 

22 billion $ by decade end. At the same time it is no longer a niche endeavour by a few highly specialised researchers: by decade end biosensing may enter into the open source community.  
http://blogs.uoregon.edu/foodsystems/2014/10/31/planting-the-seeds-for-open-source-biosensing/  

Nature has had 3 billion years of evolution to try different ways of detecting molecules and biological organisms have developed very sophisticated solutions. Researchers are exploiting Nature’s result by using its solutions and coupling them to a transducer that can transform the detection into a data. 
When the bio-component “captures” (senses) a certain molecule it alters its structure (it can change its Ph, it can heat up, it can emit light, it can change its mass and in some cases it can even generate and electrical spike) and this alteration can be detected by the electronic part. Depending on the type of 

change the bio component has, an appropriate transducer is used to generate the electrical signal coding the data  (respectively: a semiconductor Ph electrode, a thermistor, a photon counter, a piezoelectric device, an electrode).  
In the last ten years researchers have been able to program bacteria and algae (more recently using the CRISPR technology) by altering their genes to sense specific substances and to generate a specific signal upon detection.  This area of bio-engineering is bound to grow in the coming years and in the 

next decade the programming of bio-cells (and possibly of multicellular organisms) to create sensors with desired properties will become more and more common. 
It is no longer science fiction to imagine that a city can have trees programmed to detect noxious substances and provide an early warning. Will we be able to know the quality of the air we breath just by looking at the colour of the foliage in the city park or looking at plants covering our building? The 

trend, in my view, is towards a growing synergy between bio and cities. 

• So far I have discussed various classes of sensors with the assumption that a sensor is something very specific that has been designed to deliver that specific functionality. It is separate from everything else. Once I have a sensor I need to find “a place” to put it.  

In talking about the bio-sensors I have started to hint that we may end up using bio entities, like plants, as sensors by programming the sensing functionality. This is going to happen, sooner, with objects by using materials that have been “programmed” to sense the environment. Enter “smart materials”. 
Scientists have started to program materials to have the characteristics they desire. Rather than creating a sensor to detect light, or temperature, you may design a material for manufacturing an object that has the property of detecting light, temperature… You no longer need a separate sensor: in a way 

you can “program” the sensing capability in the materials you will use to manufacture an object. Buildings windows can become sensors, or building bricks can become sensors. The light poles can become sensors by having them manufactured with appropriate material.  The age of smart materials has 
already started  and it will dominate the next decade. For a city planner there will be the possibility of designing a virtual sensing environment and then ask engineers, constructors to create that virtual sensing environment in the physical world they build.  

http://events.unitn.it/en/smartstructures2015  
Particularly in the safety area smart materials with sensing capabilities will become common. Buildings and bridges that can report the strain on their structure will be a given, rail tracks sensing anomalies in train circulation in the metro system, sidewalks detecting someone has fallen and he is not standing 

up… Smart materials will be an essential tile in the quilt of smart city awareness. 

• As final type of sensors let me talk about “virtual sensing”. Virtual sensing is what our brain does when it sees the fridge empty and knowing it was full in the morning “senses” that the kids have been home earlier from school and helped themselves for a quick bite. By correlating a number of data (no more 

food in the fridge, there was food few hours ago, the kids may get home earlier some days, the kids like to scavenge the fridge….) it derives a new data: the kids have been home.  
This is virtual sensing: by analysing independent data sets one can sense something that is not directly related to one single set of data but emerges once we consider the whole data sets.  

This class of sensors is particulalry important for two reasons: there are more and more data sets available that can be used as virtual sensor feeds AND it is way cheaper to use virtual sensors than real ones.  Technologies for virtual sensing are getting better and better, the most recent falling in the area of 
artificial intelligence. Deep learning approaches let the software learn from previous data exploration so that it gets better and better. It can also readjust as the context changes. 

Municipalities should invest in making virtual sensing possible by promoting data accessibility. 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Choosing sensors

Use what’s already there 

Piggy back on infrastructures 

Go Virtual

Although my walk through different types of sensors was not exhaustive I hope two messages came out clear: 

- there are plenty of technologies available for sensing a broad variety of parameters, and more will become available 

- cities should sense their environment because the more data they have available the smarter their choices 

Re-reading what I wrote as possible use, in the smart city context, of the various types of sensors you should notice that a municipality has a broad range of choices. Suppose you want to get info on the traffic flow in your city. You can get a broad “sense” on the number and types of vehicles by placing 
microphones in several points across the city. This can provide rough data on traffic density and traffic jams. You can deploy magneto sensors at relevant crossing points providing a real time stream of data as vehicles go through the intersection.  

http://www.sensysnetworks.com/about?successes  
Alternatively, you can deploy optical sensors, video cameras, on those same intersection and have a software “looking” at the video stream to count the cars. The software could also identify each car by looking at its plate and “follow” its journey as it move from one intersection to the next one equipped with 

the video camera.  This would provide better information on traffic flow but, of course, brings along privacy issues since now the Municipality is actually tracking its citizens…  
Notice that you can also try to use existing video cameras deployed by private parties for security monitoring,  

http://www.kiwisecurity.com/video-analytics-management-for-smart-cities/  
and you can use the illumination infrastructure, light poles, as both places to hook the video camera (and power it) and as data transport infrastructure. 

http://www.ioti.com/smart-cities/why-iot-coming-street-lights  
You may enforce the use of transponders on cars (as it is the case in Singapore), and/or you can get data from the vehicle GPS, and you can track the vehicles as they get close to “gate” points by using radio signals (electromagnetic sensors). Given the radio coverage you get a better localization of vehicles 

and you can use this more refined pinpointing to offer services (or to charge for the use of city infrastructures, like roads and parking lots). 
You may get data from the wireless operators and track the movements of cell phones (with varying degree of anonimity) and by analysing those movements the software can distinguish between traffic on foot, on a private vehicle and on public trasportation. You can also profile the vehicle (and the cell phone 

users) and provide services based on the traffic situation and on your expectation of direction (he is going to work, to school…). Privacy is at the forefront, of course. 
http://crowdsignals.io/blog/2016/07/21/using-smartphone-sensors-to-measure-metro-traffic-in-new-delhi/  

In this example, but it can be told the same story for many other situations, I have offered 6 different types of sensors to monitor traffic flows. Hence the question: which is the right one to use?  
Answer: there is no such a thing as “the right one”. It depends on what you have and what you (and the citizenship) want to do. This is why different cities are taking different decisions. The crucial point for the decision maker is to be fully aware of what the alternatives are and of their present and future 

implications.  This also requires a good understanding of technology capability and evolution. 
As a rule of thumb I would suggest to start looking at the choices from the point of view of economics, hence: 

1. try to use what is already available, both in terms of sensors and in terms of communicationssupport infrastructures. One thing that is surely available are the citizens, their vehicles and their smart phones. Try first to see what needs to be done to leverage from them. 

2. piggy back on existing infrastructures, including communication infrastructures and their cabinets, their radio towers, the illumination infrastructure with its light poles, the public transportation infrastructure (e.g. you can easily place a video camera on every public bus and get video feeds that could be 

analysed to monitor the traffic flow). 

3. go virtual, use as much as possible different sources of data and see what information can be extracted from them. Open up these data sets so that third parties can come up with new ideas for leveraging them 

4. as a last resort start planning to deploy new sensors and try to be as general as possible. Rather than deploying a sensor that provides just one type of data look for something that can be programmed to deliver a variety of parameters and use it to become part of the city sensing infrastucture not just to 
serve a vertical application. 

Does it make sense? (pun intended) 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Moore’s Law has had a tremendous impact on electronic communications and, indirectly, on social communications. It has, also, been fueled by the telecommunication market that has provided in the last 35 years the “volumes” that have pushed the semiconductor industry to massively invest in research and 

manufacturing de facto making Moore’s prediction true. The demand for chips came first from the network (digitalisation of transmission, stored program control switches, fibre in the backbones, digitalisation of the last mile -ADSL, VDSL- fibre in the last mile, in this order) and then in the last 20 years from 
cell phones.  Now this demand is fading away from the network side but it is still strong in the smart phones side. 

The Moore’s Law has changed the (tele)communications landscape first by making voice digitalisation possible (and affordable), then by increasing the backbone capacity and, later, the distribution network capacity, increasing the switching capacity at the same time. Finally, by making data hungry terminals 
(cell phones, smart phones, digital televisions, IoT, tablets). 

HIgher capacity pushed towards better transmission media (like optical fibres) but also towards the capability to make the most out of two old time resources: copper and air (radio spectrum). Moore’s Law has affected them all. 
The evolution has not reached the end of the line. We can expect an increase in overall capacity with no end in sight for at least the next decade. In this process, however, the economic value has shifted, as well as the rules of the game, first as de-facto and then as regulation. And more is to come. 

Whereas the telecommuncations infrastructure in its first 150 years was Telecom Operators’ biz more and more we see: 

•  telecommunication infrastructures locally deployed by third parties (private and public) to provide access points, and 

• alternative infrastructures, like rail, city illumination, public transport, water distribution and waste becoming a spring board to carry telecommunications content. 
Both of these trends are pushing towards public private partnership and towards an infrastructure resulting from the clustering of several local infrastructures. Municipalities can become players in the infrastructure arena through regulations steering the deployment and use of infrastructures and through direct 

participation in their development. 
This is also made possible by the dramatic decrease in cost of infrastructure creation/deployment (particularly in the case of wireless infrastructures).
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The cost of deploying a significant wired infrastructure was, and still is, enormous, if you want to cover a large area and serve many people. Actually, if you are not deploying an infrastructure that reaches many people and you don’t have many people using it you won’t be able to attract more people. It is the 

classical the chicken or the egg problem. If there are not many people using the infrastructure you don’t have any incentive in deploying it, on the other hand if the infrastructure is not pervasive and serving many people I, as a prospective user, don’t have any incentive in connecting to it. This has been proven 
over and over by ITU, the International Telecommunications Unions, in its yearly report on the status of worldwide telecommunications. It took a Country roughly 19 years to move from a 1% to 10% penetration, 10 years to go from 10% to 20%, 7 years to go up to 30% and 5 years more to reach 40%. As more 

people are using the telecom infrastructure more people get interested in using it. This is summarizes as the Metcalf law: the value of a network is proportional to the square of the points it connects (people using it). 
Moore’s Law has fueled the deployment of infrastructures only marginally, because most of the cost was in the laying of cables and in the civil engineering related to that. And in this area the Moore’s law has no saying.  It helped a bit in decreasing the cost of the service (switching) and the operation cost 

(digitalisation made possible to pack more calls onto a single wire, thus diminishing the need for expanding the infrastructure as more capacity was needed. However, it made terminals, like fax machines, answering machines, cordless phones more affordable and thus expanded the demand for the 
infrastructure and led ot increased revenues. 

The digitalisation of the last mile, however, was basically the result of the Moore’s law. The increased processing power has made ADSL possible and the decreasing cost of chips made it affordable. The Web would not exist without the capacity increase and cost decrease sustained by the Moore’s law and the 
iNternet would have remained a connectivity for few universities. 

The ADSL is important for Smart Cities as a technology. The possibility to code a digital signal into a set of frequencies can be twisted to operate on other kind of infrastructures, like the illumination grid of a city or like the city power grid. It is not exaclty ADSL but the principle is the same. 
This means that a Municipality may consider leveraging on its own “utilities” to deliver and harvest bits at a marginal cost. 

Speaking of cost, the laying of cables, both copper and fibre, remains very expensive (even if the fibre is cheaper than the copper, the civil works needed for its deployment are high and tend to grow over time). However, the wired infrastructure remains (and will remain for the foreseable future) the best way 
to carry a lot of “bits”. The capacity over a fibre is at least a thousands time bigger than the one provided by radio and it is also at least a hundred times cheaper in terms of power.
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African Telecom News

• Air is free 
• 30-70 
• Investment  

in synch  
with Revenues

When Marconi invented radio communications he said that it was a pity his invention could not be used for one to one communications. The radio signals covered a large territory and everyone could have listened into it thus making personal communications impossible. He invented the radio (and opened the 

door to the television) but he would have wanted to invent the cellular phone. At that time the processing power needed to harness the radio spectrum and make it available for person to person communication was not available and it would not be available till the 1980ies. 
It was the effect of Moore’s Law that made cell phones a reality, both in terms of technical feasibility and in terms of economic affordability.  The evolution will continue in the coming years leading to yet another revolution, as we’ll see discussing 5G and Fog. As I noticed before the Moore’s Law has reached 

its end in terms of cost per transistor but it is yet working in terms of density and power decrease. These latters are the driving forces for the wireless infrastructures in the coming years. 
Wireless is good, from the point of view of an Operator, for three reasons: 

• air is very cheap 

• the Operator is paying only part of the investment bill  

• the Operator can increase smoothly the capacity as demand increases 
That air is cheaper than a cable (and related civil works) is a no brainer. One would say that air is “free” but actually the Governements have decided the Operators have ot pay to use it: they need to pay for having the exclusive usage of the spectrum. Getting a tiny slice of spectrum for the 3G meant an 

investments of billions of € to many Operators in Europe (different Governments adopted different policies but all charged for the licences). Still, once you have acquired the licence the air is there to use for free. 
Of course, air is not enough. You need the infrastructure to support wireless comm. That means towers to deploy the antennas, feeding cable to bring the signals to and from the antennas and the switching nodes (plus a bit more). What is nice, from the point of view of an Operator is that in wireless 

communications a good portion of what needs to be done to establish and mantaining the connectivity is done by the cell phone and cell phones are paid by the users. If we were to look at the overall cost of a wireline and of a wireless communications systems offering a certain capacity we would see that 
their cost are comparable. However, in the case of a wired communications 100% of the cost are borne by the Operator (including the powering of the telephone in our home) whilst in the wireless communications the Operator will have to foot about 30% of the overall cost, the remaining 70% being borne by 

the users (who buy the cell phone and pay the power to recharge them from their own pocket.  To get a better feeling of the amount of power we are talking about, the Telecom Italia network used in the year 2000 some 2 TWh of power, nowadays, in spite of the much bigger traffic it still uses around 2TWh 
per year but the total power consumption is estimated around 6TWh per year: 4 of them are being paid by the users (it is not just the phones, it is also the modems to access internet and computers/tables using the internet). 

The third, most important aspect is that in a wireless network an Operator can start covering a broad area with an antenna. As demand increases and the capacity provided by the antenna is no longer sufficient the Operator will invest money to place another antenna, reducing the power of the first one and 
hence its coverage and letting the new antenna to fill in for the coverage and provide the extra capacity. This investment is done as the demand grows, hence it is in synch with the revenue growth. This is not the case when we are dealing with a wired infrastructure that needs to be deployed, and be 

pervasive, before the demand (and revenues) exist. In wired infrastructure it is the investment (the Operator hopes) that drive the demand, whilst in the wireless infrastructure is the demand that drives the investment.  This make a whole difference for an investor. 
This is also why a Municipality, and a private investor, is much more at ease in investing in wireless. This is already apparent in the case of non-licensed spectrum, like WiFi, where we are seeing a boom of private deployment (and Municipalities deployment).   

This is also the reason why the pace of penetration of wireless has been so fast. The statistics of the ITU on wired infrastructures do not apply to wireless infrastructures. We have seen many developing Countries moving from 0% to 40% in less than 10 years, versus the 40+ years that would have been required 
by a wired infrastructure (and in many Countries we are now close to 100% penetration!).  

The economics behind wireless are the reasons why Smart Cities should leverage on wireless as their development infrastructure. More of this on 5G.
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Veniam Meshed Network in Porto

When we talk about wireless we often associate it to “mobile”. Sometimes we actually talk about a “mobile infrastructure” although current wireless infrastructures are not mobile at all! They are made of towers rooted in concrete, connected by cables running in trenches underground to buildings where the 

switches are hosted. There is nothing mobile! 
The fact that the wireless infrastructure is “fixed” makes life easier. The only things that move are the terminals (the cell phones) and the network keeps track of their location to route the call appropriately. 

There are, however, other ways to create a wireless infrastructure. Airplanes are talking one another (sometimes directly, sometimes bouncing the communications from one plane to another) as they move in the sky. Buses in Oporto, Portugal, have become mobile network nodes providing WiFi connectivity to 
their passengers. Taxis in many cities around the world are now providing WiFi services to their passengers as well.  

These mobile infrastructures continually change their links among the nodes in the network. As a node (a bus) gets too far from a fixex network access or from the bus with which it was connected the connection is lost. However, the connectivity service is not lost since there will be another fixed access point 
or another bus nearby that will pick up the connection. 

These are Meshed Networks and they provide a tremendous flexibility. To work they need to have a sufficient number of network nodes, making sure that the overall network maintains the connectivity.  
In Meshed Networks, the more nodes are present the better the connectivity and its resilience. Now, just imagine to have, as network nodes, the terminals, the cell phones.  

In today’s wireless infrastructures the more cell phones populate an area served by an antenna the less bandwidth will be available to each one of them (if they are starting to use the network at the same time). That is obvious: the antenna capacity is getting divided by the number of users. Not so in a meshed 
network.  The more cell phones you have in a given area the more communication capacity you have available since any new cell phone adds to the oveerall capacity. 

The question is whether this is actually feasible. Well, this is becoming more and more feasible thanks to Moore’s Law and the increase in processing capacity letting a cell phone to manage more and more spectrum and to the decrease in power consumption that allows the cell phone to become a network 
node serving other phones without running out of battery. 

This is something that needs to be leveraged by Smart Cities: use as much as possible its “users” as “providers”. As we will see, this does not just apply to communications infrastructures but to data and services as well.
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What is the most effective way to take 1 PetaBytes of data from San Francisco to London?  Put them on hard drives and ship the drives on a jumbo jet. They’ll get there sooner than if you were to use the internet (at a connection speed of 1Gbps transferring it will take about 3 months to transfer all the data, 

on the other hand you can put 250 hard drives 4TB each on a 747 and have the transfer completed in 10 hours). 
This extreme case is to underly that there may be different ways to transport data from A to B than using the Internet.  

Imagine you have sensors spread all around a city. Connecting each of these sensors to the telecommunication network may be a challenge in terms of cost and of power. What if one could piggy back on vehicles for transporting the bits?  In a city there are plenty of vehicles moving around in a randomic way 
(if you are looking at them all). Hence there is a quite high probability that a vehicle can be in the neiborogh of a sensors every few hours (even every few minutes depending on the sensor location). Why not having the sensor transmit its data to the vehicle and let the vehicle transport them to the point where 

they can be uploaded on the internet to go to their final destination? The vehicle may actually transfer the data to other vehicles, let’s say a hundred of them, thus increasing to certainty the probability that one of them will actually get close enough to a internet access point. 
These types of networks are known as sneakernets, since they rely on “sneakers” of some sort to carry the data. 

Moore’s Law is making these kind of nets feasible by decreasing the power needed for communications (here we are talking of a few meters…. so the radio signal can be really weak) and by slashing the cost of storage so that having some storage space to transport data around is basically cost-free. 
Sneakernets can be an interesting solution for Smart Cities since in a city you have plenty of things moving around (not just private vehicles: you got public transportation, bikes, taxis, even birds -like upgraded pidgeons- can be considered, and goods being transported). 

The paradigm is not that different from the communication paradigm used for centuries in the past. At that time communications happened by word of mouth: one person telling a story to another and the message getting spread as people moved around. It might seem not a very effective way of 
communications but it worked. 

Notice that there are several “instantiations” of this paradigm. 
As an example, rather than clogging the wireless space with data transport why not have data distributed throughout the city to some data beacons, located in main shopping centers, squares, bus stops… These beacons can be updated every time something new happens and cell phones passing nearby can 

capture the data updating their “news and fact storage”.  
There is more. As cell phones storage capacity increases, thanks to Moore’s Law, into the TB range there will be plenty of “sneakers” to take data around. Cell phones are ideal to act as data repository, beacons and create geographic and social related sneakernets. I am looking forward to applications similar 

to BitTorrent applied to the creation of sneakernets based on smartphones. Clearly a Municipality would have a hard time to “force” citizens to release part of their smart phones storage to become sneakers. But this is not the right approach. One should go into the opt in strategy coupled with a service 
strategy. You can benefit from certain services if at the same time you are willing to share part of your phone processing and storage capacity. More than that. A service may “imply/require” a sharing of data to be useful. We have plenty of evidence that people, citizens, are willing to share. Let’s leverage on 

that.
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We won’t be discussing 5G if Moore’s Law hadn’t kept working for 50 years. 5G requires a tremendous amount of processing capacity delivered at a scant power budget. A 5G smartphone will be like a supercomputer at the end of the nineties but using one  millionth of its power need. We do not have this 

kind of chip today (the iPhone 6s compares to the Fujitsu NWT NAL Supercomputer deployed in 1995), but we will by the end of this decade, and we’ll get better ones in the next decade. So a fully fledged 5G won’t be available by decade end, or as marketing people will probably say (since some has started 
to “sell” 5G this year) we will have advanced 5G in the next decade. 

Why does 5G needs all this processing capacity and this low power consumption? 
There are several reasons: 

• smartphones will have to work on a broad range of frequency to make the most of the radio spectrum locally available; 

• smartphones will have to solve the interference issue hence circumventing the Shannon limit; 

• smartphones will have to become network nodes, creating meshed networks at the edges. As such they will need to operate even when the smartphone owner is not using them; 

• smartphones will become service nodes delivering services to other smartphones and to the ambient; 

• smartphones will become open sensors and a fundamental component of the IoT; 

• smartphones will become a synergistic part of our body interacting with our body and with the ambient, on one side monitoring our bodies like a black box, on the other side augmenting our bodies capabilities. 

You have surely noticed that this list of “reasons” focuses on the smartphones (more generally I could have said “terminals” to comprise tablets and other devices, including vehicles…) and never once mentioned “the network” as a driver. The wireless network wil clearly need to evolve, and Wireless 
Operators will have to plan,  invest and deploy, bu tthe driver will not be their networks. The tail will most definitely wag the dog. 

In a way Municipalities can have a greater role in 5G deployment than Wireless Operators. Municipalities can both become providers of part of the required infrastructure, can foster the deployment of infrastructures by private parties and can surely act as a glue among them all. Remember, 5G will be a 
cluster of several technologies glued together by devices and services. 

In this sense a Smart City can become a living test bed for 5G, something we are starting to look at at EIT Digital, and an accelerator. 
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Cisco - Fog Architecture

So 5G will be steered by the edges of the network and these edges will be networks of themselves.  This is where “Fog” comes in.   

The idea that the Network was the Computer, pushed by Sun in the nineties has, in a way, become true with the Cloud.  The Cloud did not happen (nor was it designed) to make that prediction come true. The Cloud, by Amazon and Google, the two players that today are still leading the pack, happened 
because there was so much unused processing power and storage capacity that it made sense to find ways of sharing it and make money in the process.  

That clearly demonstrated the possibility to decrease the cost for enterprises (and easy life to private users) and many other players, mostly system integrators and tlecom operators started to set up and offer Clouds in various shape and hues. Because these were Clouds built up from scratch they did not (are 
not) operate at marginal cost so life is thougher for these latter players than for Amazon and Google. Nevertheless there is possibility to attract clients and make some revenues. 

The Cloud(s) also created new biz models for selling services (pay per use, subscription…) and created the culture that you don’t really need to “own” the physical stuff for doing processing and keep your data (although you still need quite a bit of processing capability and, as statistics on storage capacity 
sold to the mass market indicates, you may still want to keep your data at home). On the other hand, you absolutely need good, ubiquitous connectivity. 

Fog is just the natural next step. Once you have accepted that you can have your data stored somewhere else and you can run services using processing power “out there” and you realise that there is plenty of processing power and storage capacity in devices around you, plus a much better connectivity in 
your surrounding then you are going for the Fog.  

I will expect to see plenty of applications designed to support Fog, and I do expect Smart Cities planner to take the lead in this happening.  

• A city can start by offering its capacity (processing and storage) at marginal cost, using the systems supporting the city services, once they are built as open architectures (we are planning to do this as part of an EIT Digital project in 2017 in Malaga, Rennes and Trento using as kernel the FIWare platform); 

• A city can start coaching its citizens to share their ever bigger processing and storage resources to the benefit of the whole citizenship. 
It won’t be easy and there are quite a few stumbling block on the way, most notably soving privacy issues and defining accountability but, at least to me, the trend is clear. 

There are also technical issues to be addressed, like the one of massively distributed control. SDN (Software Defined Networking) is going to be an enabler (and the joint initiative of IEEE and EIT Digital can accelerate its impact). Neuromorphic computing, in the next decade, once it will land in smartphones 
and other “ambient” devices will be another possibile enabler. 

Interestingly, these evolutions are in the direction of supporting the awareness infrastructure that I will be addressing later on.
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At the core of a City is its capability to provide resources and sustain citizenship and biz by facilitating the access to those resources. Smarter is an evaluation on a city effectiveness in managing this. 

Life on Earth has been possible through an organisation that defied the second law of thermodynamics, making order, and keeping order out of (random) chaos. This can be a physicist statement. You can of course have other points of view but at the very basic level you have physics.  Molecules tend to 
spread and move in a chaotic way. The very first cluster of molecules that eventually resulted in unicellular organisms (first without a nucleous and the with a nucleous) had to separate themselves from the ambient, get organised and maintain the organisation. That required an infrastructure to move molecules 

around delivering them to the right place, a way to manage energy to accomplish this and a way to dissipate the resulting heat. This is also called metabolism. After 2 billion years those unicellular organisms found a way to cluster in multicellular aggregations that again needed to organise themselves to carry 
out those very same basic activities. At a very fundamental way, metabolisms is both the indication of the working of life and a measure on how well it performs. 

Kleiber studied the metabolisms of different organisms, unicellular, multicellular, up to mammals and made an interesting discovery. Living organisms are better than non living objects in balancing energy and this is because they are “organised”. This gives them an edge over non living objects ant that 
explains their success and evolution (from a purely physicist point of view). The metabolism of a bigger organism is bigger than one of a smaller one. A no brainer. The metabolism produces heat and this heath needs to be dissipated by the organism (otherwise it will heat up and … cook). Dissipation happens 

through the organism external surface, so it can grow with the surface (this means it grows with the square of the size). On the other hand, the heat is produced proportianally to the volume of the organism, that is it grows with the cube of the size. There needs to be a balace between production and 
dissipation and Kleiber observed that rather than growing in proportion of 0.66 (as you would assume given the square of dissipation vs the cube of production) the growth was in a 0.75 proportion. Something strange was going on. More recently it was discovered the reason: the dissipation effectiveness is 

increased by specific infrastructures that actively move heat from inside the cell and from cells to the outer surface.  
An unrelated, but strikingly similar observation can be made of cities. If you look at the wealth they produce (the city GDP) you’ll see that it grows, not surprisingly, with the size of the city. You’ll notice that different efficiency in infrastructures in different Countries lead to different pro capita wealth produced 

but if efficiency is the same in two cities the ration between the GDP and the size of the city is, again, 0.75. Well, it turns out that both in the metabolism and in cities infrastructures these have a fractal structure and the ratio produced by fractal structures is 0.75.  Mistery solved.  
Heat dissipation infrastructures in cells are channels across which molecules are funneled; wealth is produced by cities leveraging communications (road) infrastructures and these are constrained by the geography and topology: you need to achieve a compromise between the lenght of the roads and their 

pervasivity and this leads, as in Nature, to a fractal structure. Issue closed? Well, not in the case of Smart Cities. Products based on atoms require a supply and distribution infrastructure that at best can have a fractal structure. But wealth developed by the digital economy does not have the constraints of the 
classic economy. Geographic distance is no longer and issue, distribution can be (almost) istantaneous. Hence, the challenge for Smart Cities planner is: how can we organise wealth supporting infrastructures that are more efficient than the ones used in classical economy?
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Bits are easy, and cheap,to transport. They are relatively recent, we are in the biz of transporting bits since the 1960ies. Now thanks to sensors, as we have seen, we can basically convert almost anything in bits and transport them over wired, wirelss  and sneakernet infrastructures. We have seen how 

technology evolution has made the various infrastructures more and more performant. 
The question for city planners is how to steer the evolution of bits transporting infrastructures in the best direction to:  

• make the overall business and citizens wellbeing using them more effective 

• keep the investment to a minimum 

• leverage on the technology evolution in the coming years 
The first point is usually the most pressing one. Going for the best possible connectivity infrastructure, say 1 Gbps to everyone, in every place may provide business and citizens with what they dream, giving business the tools to compete and citizens the best way to get services. However this does not come 

for free. Hence somebody has to bear the cost. If the cost is covered by the price of accessing the infrastructure many users may backtrack, refusing to use it thus making the investment uselss. If it is covered by the public administration it eventually will burden the economy as a whole. 
Hence the importance of the second point: minimize the investment.  This immediately begs the question: whose investment needs to be minimised? The public one, the private one? For some time, particularly in the first decade of this century (before there was basically no discussion on this point, it was 

seen as a problem, and a market opportunity, that Operators needed to address and they did, looking at the impact on their balance sheet) the politicians and regulatory bodies feeling was, at least in Europe and US, that telecommunications infrastructures were a private biz and the public administration 
should make money from this market sector by selling it public resources (spectrum) and taxing it in exchange.  

More recently the feeling has changed, once the public authority realised the importance of digital transportation infrastructures for the economic growth and citizens wellbeing and that the economic drive of private Operators was towards bettering the infrastructures where revenues were possible leaving 
behind poor market areas (sometimes called white/grey areas not producing interesting ROI to sustain investment -white- or competition -grey). This has led, and it is leading, to a public private partnership, PPP, where public administrations co-invest along private parties to ensure a global, Country-wide, 

bettering of the infrastructures. This applies to cities as well, where private companies tend to focus on areas generating most revenues and disregards areas with low perspective ROI. 
This situation is further changing as alternative ways to deploy, improve digital communications infrastructures become available. Rather than having a relationship between a Municipality and one or more established Telecom Operators there is the opportunity for a Municipality to foster development through 

the engagement of non-telecommunications parties. Some may be infrastructures owners, like water distribution, waste management, public transport, electrical power grid operators. Others can be owners of estate, from malls and shopping centers to residential owners. A Municipality itself can be an 
infrastructure owner, like light poles for city illumination, parking lots with parking meters… 

Radio access is easier on infrastructure cost (particularly in terms of civil engineering cost) hence the entry barriers are lower and this can also stimulate start ups to enter the digital infrastructure market in some niches. 
Tying all this together is a smart way to infrastructure a smart city. 

In addition, we should notice that a digital communications infrastructure is a balance between transport, storage and processing. There is a number of information that has to be provided in real time (when you ask/send it is to be delivered like messages) but a vast majority can be delivered asynchronously. 
This applies to most information about the city. This information can be distributed to various beacons and as you pass in the vicinity the information is uploaded to your device (your car, your cell phone….) for later consumption.  Additionally some information can be created on-spot as you get intereted in it 

by your device, based on the data that are locally available (like a routing from A to B. 
A Municipality shall consider the information requirements of its citizens and create a delivery architecture that balances synchronous and asynchronous communication, minimizing the infrastructure investment and selecting the most effective “routing” of information.  Notice the difference between 

information (that matter to each individual citizen) and data (representing the raw digital material to transform by processing into information). 
More of this when dealing with the data fabric.
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Transporting goods is what has characterised civilisation and it is, along with production, at the bases of world economy. We had, as a species, thousands of years to finely tune goods transportation. Better road and standardisation were among the first pillars (cart axles had to be standardised so that wheels 

can fit in the ruts created by the continuous passage of carts). 
Over the last 50 years ICT has changed the world of goods transport by making a more efficient use of infrastructures. I’ll touch on this next, when speaking about logistics and production. 

The basics for goods transports have seen a change in the last century first with motorised vehicles, then with airplanes. In the previous century railroads boosted goods transportation and they continued to evolve in the last century. In 2016 UberRUSH has started to deliver small packages within a city taking 
advantage of ICT and crowdsourcing. 

What’s new? Well, to me I can see two new goods transport infrastructures coming up: 

• automated vehicle for goods delivery 

• use of vehicles intended for people transport to deliver goods. 
ICT and sensors are making autonomous vehicles an “affordable” reality that is happening one step at a time. As an example we have seen truck platooning experiments and we can expect them becoming the norm by the end of this decade for long haul transport. Within a city platooning makes no sense. 

We are also seeing first experiments of small packages delivery through small motorized autonomous carts.  
https://www.dominos.com.au/inside-dominos/media/march-2016-domino-s-reveals-plans-for-the-world-s-first-commercial-autonomous-delivery-vehicle 

A good deal of automation is already present to sort out goods and deliver them to loading stations in automated warehouses and it is likely that experiences made in that context will be a springboard for the deployment of these robotised vehicles in a city environment. 
<iframe width="560" height="315" src="https://www.youtube.com/embed/quWFjS3Ci7A" frameborder="0" allowfullscreen></iframe> 

A Municipality should start planning for facilitating this type of delivery, by making sure sidewalks can accommodate these vehicles (no step at the end of the sidewalk…) and by allowing the use of bike lane. One should not expect this form of delivery to displace the present one but gradually it will have more 
and more impact. Big players in goods delivery are already looking into this. A partnership with them could be a good move for a Municipality. 

http://www.delivering-tomorrow.de/wp-content/uploads/2015/08/dhl_self_driving_vehicles.pdf 
An alternative way to deliver small packages is by using drones.  Drones have reached a big popularity also in the mass market and it is possible to get one from a department store. However, using drones for packages delivery is tricky and there are several stumbling block on the road.   

Regulations so far are generally very cautious, forbidding drones to fly over populated areas unless they are tethered and under constant supervion, which of course block their commercial use.  
Technology is progressing to increase their reliability and their control. At EIT Digital, as an example, there is a project in 2017 to use LTE to control drones, ensuring high reliability. One of the objective of the project is to test technology solutions and “convince” regulators to loosen up some constraints. 

Notice that one thing is to have a drone delivering goods, quite another is to have thousands of them in a city airspace delivering goods. You need to have a quite sophisticated way of controlling the various flight paths with a density that goes well beyond the one we are currently managing in civil aviation. 
Intel has shown how to manage and synchronise drones with distributed intelligence algorithms. 

<iframe width="560" height="315" src="https://www.youtube.com/embed/teQwViKMnxw" frameborder="0" allowfullscreen></iframe> 
Experiments so far are very limited, mostly because of these stringent regulations, although there have been a few annoucements to use drones in goods delivery also in urban areas (like Amazon Prime Air  https://www.amazon.com/b?node=8037720011 ). 

It is anyhow foreseable that sometime in the next decade drones will start to beocme a player in delivering goods in a city environent.  A municipality should start planning for this in two ways: 

- becoming a partner in the trials with the goal of steering the technology solutions in synch with the city’s infrastructures so that they will become a partner in this new delivery infrastructure; a fall out of this will be to preparea a new regulation that stimulate, with all due attention to safety of course, the 

shifting of traffic from the roads to the air space; 

- foster guidelines for civil installations and residential buildings that will support this kind of delivery, similarly to the regulations already in place in several cities requiring any new building to include sufficient parking space, bike access, handicap facilities. 

Drones, as well as automated vehicles will not, by themselves, radically change the good transport infrastructure but coupled with a new wave of production and a new approach to logistics may radically change the scenario in two decades. 
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The goods transportation infrastructure is much more complex than just the containers/vehicles used to move goods from the production to the user point. These infrastructures have achieved a level of sophistication that is unbelievable. It is because of the resulting efficiency that production was offshored 

starting from the 80ies. Bringing a t-shirt produced in China to US, sold for 14$ in a US shop, cost 1$ and that includes duty fees (the pure shipping cost is measured in cents…). So if labour cost is low (a worker makes 12c for manufacturing the tshirt in Bangladesh, 14c in Vietnam) it makes economic sense to 
offshore production even if that is far away. 

http://www.macleans.ca/economy/business/what-does-that-14-shirt-really-cost/ 
This amazingly low supply chain cost is the result of fine tuning of hundreds of processes and it has been made possible by ICT.  Municipalities have not been involved in the management of the supply and distribution chains in any significant way so far, although it has been recognised that there is an 

important link between a (smart) city, the associated big data and the Supply Chain Management (SCM). 
http://www.emeraldinsight.com/doi/full/10.1108/SCM-03-2014-0108  

Many cities grew as response to job demand, either they were hosting manufacturing activities or they were nodes in the supply chain (tipical of port cities). Over time their “reason d’etre” failed and they started to decline. Actually, one of the big problems for cities is to remain an attraction point, to be 
engines of wealth creation even when their production engine slows down. This should cast a completely new light on the relation between a city and the supply/production chain. 

A smart city shall be able to fuel production, attract investment on manufacturing and for that it should provide the best conditions for the supply chain. I would go even further: a smart city shall become a living lab for innovation in production and logistics. 
Production continues to evolve. The two main trends I am seeing are: 

• softwarization of products and their progressive morphing into services, and 

• custom manufacturing towards the market of one 

The first trend is the result of the embedding of processing power inside products. Companies produce a sort of blueprint that is transformed into a product by features provided by software (similarly to what happens when you buy a PC). We have seen this happening for tablets, smartphones, and more 
recently with televisions. There are first signs in this direction with digital cameras…  The product sold becomes a platform supporting features that are delivered via software, often coupled with the web (and the Cloud). This creates a strong relation with the product manufacturer (if it is able to create a 

market place, like Apple is doing) and de facto transform the product into a service. A Municipality should start thinking of its city as a marketplace and develop its city platforms to create and support marketplaces. In other word the Municipalities have the opportunity of creating (part of) the production 
fabric enabling third parties to develp and deliver services. 

The second trend (longer time frame, probably second part of the next decade) is related to Industry 4.0 and to the decentralisation of production along the supply and distribution chain, taking advantage both of the product softwarization (that makes it possible to disseminate production) and of 3D printers. 
All together this will change the logistics and Municipalities shall have their saying in this. 

Finally, the Internet of Things will become a pervasive monitoring fabric that in a city can be used to futher improve the efficiency of the logistic processes. Again, this is an area where a Municipality can play a significant role.  
At EIT Digital we are looking at these issues from different viewpoint: Industry 4.0, Digital Cities and Digital Infrastructures partnering with stakeholders (cities) to bring them all together.



‹n.›

At the Core of a City

 Kleiber Law 

 Transporting Bits 

 Transporting Goods 

 Logistic - Production 

 Transporting People

Connectivity Infrastructures

TrafficButter

Public transportation has changed our cities. Without public transportation the industrial revolution would have collapsed, and probably would have not taken off. You needed transport to take people from their homes to the factory. 

Private transportation has booed in the last 60 years clogging streets that were designed for pedestrians and carts pulled by horses.  
Traffic in cities has become a mess, and it is a mess everywhere. The approach to solve the traffic jams is constrained by the topology of the city that is usually pretty hard to change (you can tear down the Colosseo in central Rome to make more space for the crazy Roman traffic). 

The usual approaches are along provinding better public transportation to have people avoiding using their cars and convincing them by raising taxes. In a few Countries a culture of alternative transport is well established, like in the Netherlands where bikes are widely used. 
ICT can help in the sharing of infrastructures by maximising the use of resources. Self driving cars can be more responsive than human driven cars, which means that more cars can fit on a given street. This has already been demonstrated in experiment in San Diego on the highway running across the city and 

Sand Diego is preparing its traffic management for when self driving cars will become more common. 
http://www.nbcsandiego.com/news/tech/Autonomous-Cars-Chula-Vista-San-Diego-Testing-Ground-378639461.html 

The real turning point, but it is at least a decade away, is the transformation of cars from products into services, in other words the disappearance of (most) private cars. If we think about it, it makes sense. Our car spends most of its time parked somewhere, according to some analyses up to 95% of their time. 
http://www.reinventingparking.org/2013/02/cars-are-parked-95-of-time-lets-check.html 

Car sharing and car pooling are today’s first attempt to address this issue. In the future cars will be scattered (as they are today) in a city and when we need one we just pick it up. ICT will be the instrument to make this possible.  
A study MIT made on actual data in the city of Singapore shows that 1/3 of the present car population in Singapore would be sufficient to accommodate all transport needs of its citizens. 

The problem is finding a viable biz model. Uber, that is a (narrow) way to implement private car sharing is not profitable (it posted a profit in 2016 first quarter but is back in the red in the second half of 2016 with a total loss of 1.2B$. 
In the long term the solution will rely on a combination of a public and sharing transport culture and an integrated way of managing the fleets of vehicles, the infrastructure and multimodal transportation. The IoT can play a significant role in this integration. As an example Cisco offers a Smart+Connected 

Traffic solution including IP cameras and road sensors whose data are analysed by a suite of applications providing alerts and detecting traffic patterns to provide drivers with early awareness and suggest alternative roads. 
Smart signals can be integrated in the traffic monitoring, changing the red light duration, dynamically rearranging lanes and turning two ways street into one way street depending on traffic condition. This needs to be integrated with on-board navigation system so that the city topology remains up-to-date. 

There are already plenty of applications havng the goal of helping citizens mobility, from alerting them on traffic condition to fining the best mix of public/private transportation. And these applications cover most cities in the world (different ones for different cities though).  
A Municipality should work as an orchestrator making city data accessible and fostering data integration. More than that. Municipalities should team and look for application portability using an Open Data Framework as the common fabric.  

This is something that is being pursued at EIT Digital in a 2016/17 project using the European funded FIWare platform. 
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Waste management is a big issue for cities everywhere in the world. As it could be expected, more affluent Countries produces more waste, and cities are the highest producers of waste. The average production in 2012 was 0.64Kg per day per person (solid waste only). This is expected to grow to 1.42Kg per 

day per person in 2025.  The urban waste is expected to triple in the same period from 0.68 to 2.2 billion tons per year. US produced 2.58Kg per day per person in 2012, Norway 2.8Kg, Switzerland 2.61Kg.  At the bottom of the list is Ghana with just 90g per person per day! 
https://www.weforum.org/agenda/2015/08/which-countries-produce-the-most-waste/  

Interestingly, technology in the last twenty years has changed the nature of the problem from a pure cost issue to a potential revenue opportunity. However, this has not diminished the hurdles facing cities in waste management.  
There is waste and then there is waste… Not all waste is the same and different types requires different solutions. More recently eWaste has become a major issue. Just think that every day in Italy we throw away 85,000 cell phone. 416,000 are thrown away every day in the US. 

http://www.electronicstakeback.com/wp-content/uploads/Facts_and_Figures_on_EWaste_and_Recycling.pdf 
EIT Digital along with the Climate and Raw Material KICs is starting to address this eWaste issue. 

The cooperation of citizens is essential and this requires the generation of awareness (more on this when I’ll discuss the awareness infrastructure).  Most of us do not really perceive the scale of the waste management problem nor the impact that each one of us an have by helping in streamlining the waste 
collection. 

A smart city should look at the whole waste management process from collection to disposal and recycling.  Data are becoming a crucial tools in waste management, along with sensors generating them. 
http://ecubelabs.com  
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World Resources SimCenter

According to a UN estimate cities are using 75% of the global primary energy and are responsible for 70% of CO2 emissions. 

In a way cities are a way to get a more efficient use of resources, energy included. Studies have shown that the higher a city density the less energy consumption pro capita. 
http://www.wrsc.org/attach_image/urban-density-and-energy-consumption  

However, a city is an ensamble of buildings, roads, vehicles, factories, shops, … citizens and more.  Each of these components uses energy. For heating and for cooling, for moving atoms and for moving bits around, for illumination and for manufacturing…  
Making an energy balance sheet is complex, finding the relationship among its different component a challenge. And yet, this is the first step to get a better “energy infrastructure”. Some of the energy use is under private control, other under biz control and other under Municipality control. Trimming private 

energy use has been done by enforcing rules (in Italy homes can be heated up to 22°C but there is no enforced rule for cooling them -even though cooling is more energy hungry than heating), by levying taxes on energy and by raising awareness. Modern technologies would let us work in this latter direction 
much more efficiently than in the past.  I’ll look into that when discussing the awareness infrastructure. 

There are technologies than are more energy efficient than others and new deployments should take this into account. Also, replacing technologies with more effective ones can make sense from an environmental point of view and the challenge is to find economic sustainability. An example is illumination. 
Illumination plays a significant role in cities budget, reaching 40% of a Municipality electricity expenditure.  

http://eandt.theiet.org/magazine/2016/05/talking-lights.cfm  
Notably, illumination tended to be much better in larger cities than in smaller ones. Over the last decade, though, illumination has become more evenly spread. In France the number of hours “illuminated” per year was 4,000 in large cities but only 1,000 in villages and small cities. Nowadays it is 4,000 hours 

everywhere with a pro capite consumption of 91kWh per year (it was 70 in 1990). This represent the output of two 1GW nuclear plant for France. 
http://energythic.com/view.php?node=406 

In the past the energy focus for cities was on power consumption. In the last decade power production has become something to address as well. New technologies for power production are being studied and brought to industrial maturity. It is no longer just photovoltaic panels on buildings roofs. 
Building paintings, windows, even smart bricks can double up as power generators. 

Along with it the evolution towards smart grids that can balance the loads with production making power distribution more efficient. An effective distribution network llike the one in the US is wasting some 5% of the generated power. Other Countries are wasting more. 
The rise of electrical vehicles will bring along the problem of disseminating power charging stations and upgrade the grid to support them. In the long term, some studies have pointed out, vehicles batteries connected to the grid can play the role of grid accumulators acting like energy buffers between 

production and consumption. The technology Vehicle to Grid is still in its infancy (there are so few electrical cars today…) but it is something a Municipality should get involved into, since it requires a blending of regulations, logistics and infrastructures evolution that can only be implemented by a public 
institutions. 

https://www.enel.com/en-gb/Pages/article/vehicle-to-grid.aspx  
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Services are offered by a provider and “consumed” by a customer. The link is made possible by one (or more) connectivity infrastructure. In general the service provider uses the required connectivity infrastructure but does not own it (nor operate it). It was not so in the past when in many cases the owner of 

the connectivity infrastructure was also the provider of all services using it. You owned mills, you provided the grinding service, you owned the stagecoaches and you run the postal and people transport service and so on with the new infrastructures like railways and telecommunications offering transport of 
goods/people and transport of signals and bits. 

This meant that offering a service was a capital intensive biz since you needed to build the physical infrastructure. No longer so. You can run a telecommunication service as a Virtual Operator (and there are hundreds of them active today, 1,017 as of June 2015 according to GSMA). You can run an airline 
without having planes, you can offer rooms accommodation without having any room (Airbnb). 

The idea of having a service infrastructure has taken roots in the last decades, both in telecommunications and in other areas.  Some of the functionality needed to offer services that were “embedded” in the physical infrastructure structure/operation have now become an integral part of the services creating 
a “service infrastructure”. At the same time services has become more complex  and clustering some of the functionalities making up a service and sharing them with other services started to make sense, as shown in the cartoon designed by Gartner. Aspects like authentication, security and several others can 

be more efficiently become part of a service infrastructure usable by many services. 
Besides, you still need “to connect” to the service user at a “service level”.  In general, this service infrastructure requires different skills to design, manage and operate than those needed for a physical infrastructure. They are also “cheaper” to set up and therefore they have lower entry barrier (in terms of 

capital investment) and many more players can afford to play the game. The complexity of service offering is leading to the creation of service infrastructures that decouple the complexity of service provisioning and delivery from the service as such.  
The low entry barriers and the usually low transaction cost associated to the operation of services result in low margins in a competitive environment. The better, more efficient, the service infrastructure the truer this is. Thus it becomes important to leverage on volumes and in turns this leads to “the winner 

takes it all”, also known as the network effect. Often who manages to get there first win the market. This, however, applies most to those offering the services not to those offering the services infrastructure if this is separate from the services supported. 
The economics of services is different from the one of physical infrastructures. Services have (in general) a shorter life cycle, hence it is important to keep the capital investment as low as possible. On the other hand, the running cost of services is matched by the service adoption, hence by revenues generated. 

This is different for many physical infrastructures (telecommunications is an example) where the investment can be amortised over several years (twenty years, and more, in telecommunications) but whose operation cost is usually independent from its usage (hence from the revenue generated) and has to be 
kept as low as possible. As a rule of thumb: 

Service:  keep the CAPEX low, OPEX not crucial 
Service Infrastructure: CAPEX investment focussed on nodes, not on links, OPEX kept to minimum by sharing cost, few control points, open as much as possible 

Physical Infrastructure: keep the OPEX low, CAPEX not crucial 
In the context of a Smart City this is very interesting since more players can become service providers, including the Municipality. Whilst, as I have indicated, a Municipality can engage in a PPP (Private Public Partnership) in the deployment of physical infrastructure, in the case of service infrastructures it can 

become a player and/or it can foster the development of service providers. 
More than that. A Municipality can develop a basic services infrastructure and open it to service providers. Notice the wording: Services infrastructure (meaning that a single infrastructure support the delivery of several services) vs Service Infrastructures meaning that a service can be offered leveraging on 

several infrastructures. 
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A Service Infrastructure today is heavily relying on ICT, be it health care, or financial services or logistics or whatever.  Hence, it makes sense to start looking at service infrastructures for digital services. These rely on the telecommunication infrastructure. 

The telecommunication world from the very beginning has been vertically integrated. The Telcos layed out the infrastructure (cables, switches, transmission equipment) provided the telephone to the “subscriber” and all associated services. 
30 years ago this started to change with the possibility for a subscriber to buy his own terminal from a third party and use that terminal to run a service (like fax or voice messaging). It was the very first example, in telecommunications, of what is now referred to as “over the top” meaning that services are 

delivered over the top of a connectivity infrastructure owned by someone else. Most of the services we use today in telecommunications are OTP. Think about the apps in your smart phones: how many have beed provided by your telecom operator? 
The first example of a service infrastructure, in telecommunications, came with Skype and other OTP providing Voice over IP. This provision required a real infrastructure to manage (at least) the autentication and the billing.  

Almost at the same time the Telecom Operators to improve service delivery (make it faster) and save on infrastructure cost started to look at ways to separate the connectivity infrastructure from the services.  
This is leading to a profound change in the connectivity service as well, with a stronger separation between the connectivity infrastructure and the connectivity services. On the one hand this is pushed by Telecom Operators that are interested in decreasing the cost of the physical infrastructure by “re-using” 

its various components in a more flexible way (thus decreasing the CAPEX required for new investment to upgrade the infrastructure); on the other hand the possibility of a third party to allocate network resources from the edges of the network makes possibile the delivery of new (or better) services to his 
clients. 

This is the goal of SDN and NFV. EIT Digital is working in this area to foster service innovation and support SMEs in creating innovation. 
Interestingly, 5G will provide a much greter flexibility to access network resources and part of it will be leveraging on SDN and NFV. It won’t become reality before the end of this decade but it is surely work in progress. 

The interest from a Municipality point of view is that part of the resources that can be used in the deployment and management of services can be provided by the Municipality itself (like citizens’ authentication, access to city data …). This requires a new set of skills that is today, normally, not available in a 
Municipality but this should be part of the transition towards a smarter and smarter city. 

Indeed, a city should become a platform to offer capabilities that decrease the barrier to enter the service arena and that, at the same time, can enforce some basic requirements, like privacy and security. 
What is also important is that this platform is open, to accommodate and reuse services developed in other cities. There is a huge investment planned worldwide for cities to get smarter, measured in trillion of $. A major part of that investment is not replicable (like creating new physical infrastructures or 

bettering the present ones) but even being able to reuse a minor part of the investment made in the area of service development would mean a significant decrease in cost for a Municipality. Not just that. By reusing, and readapting services developed in another city one can make them better creating a 
virtuous cycle where all cities benefit. 
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SOA meta-model, The Linthicum Group, 2007

A Services Infrastructure should provide an environment for services to be deployed, delivered and managed. It should also be effective both in terms of cost and in terms of performance. It should be able to host many services fostering connections among them but not imposing it. In other words a service 
should be able to be supported by the infrastructure independenlty of other services, it has to be “autonomous” but it should also be able to take advantage of other services. This is also referred as “loose coupling among services”. 

In order to support services the resources made available by the infrastructures should be accessible to the services and this requires the pubblication of the infrastructure interfaces. Furthermore to support interoperability there should be some level of standardisation in the communication with services, 
normally occurring via “standardised service contracts”. 

In addition a service should be able to operate using different technologies, independent from the service infrastructures. This is important to accommodate new technologies as they become available. This requires a sort of “abstraction” between what the service does (and needs to be known to take 
advantage of the service) and how it does it. This is also instrumental in ensuring service “reusability” in other context. 

To make it possible for a service to take advantage of another service it has to be aware of the existance of a potentially usefull service, in other words every service should be “discoverable”. It would also be good to create a service by aggregating existing ones, something referred to as “composability”, and 
in turns to make this effective the “granularity” of services should be such that they can be easily integrated.  As an example a Municipality may decide on a common use and feel for all services delivered to its citizenship and will develop (or ask some company to develop) the desired user interface. This 

interface should then become a component in all services run on the service infrastructure. Similarly for authentication and privacy control (anonimity).  
There are other characteristics that should be taken into account when designing a SOA, Service Oriented Architecture. But the point here is not to be exhaustive, rather to give a feeling to decision makers that a Service Infrastructure should be one of the pillars of a Municipality in its roadmapping towards a 

smarter city.  The existence of such a service infrastructure can catalyse private resources, foster business opportunities and allow the city to reap benefit of more effective, and cheaper, services.
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An example of a SOA is FIWare. 

FIWARE is the main result of the EU Future Internet Public-Private Partnership (FI-PPP) and of the EU commitment to help entrepreneurs thrive in Europe via the Startup Europe initiative, an investment of several hundred million euros over the last five years. FIWARE provides enhanced OpenStack-based 
cloud hosting capabilities and a rich library of components. These components, called the “Generic Enablers”, provide open standard APIs that make it easier to connect to Internet of Things devices, process data and media in real-time at large scale, perform Big Data analysis or incorporate advanced 

features to interact with the user, build applications easy to replicate in various relevant sectors. They allow developers to set the foundations of the architecture associated to their application. In FIWARE, Generic Enabler (GE) API specifications are public and royalty-free, supported by open source reference 
implementations. Thanks to that, alternative FIWARE providers can emerge faster in the market.  

FIWare is deploying all around Europe, and it is also getting ready to do so around the world, a set of FiWare Lab Nodes also including a Security Operations Centre (SOC) in order to address security issues on an organizational and technical level. 
Service Developers can access the FIWARE catalogue 

http://catalogue.fiware.org/  
to deploy and use the City Enabler in a city. It is compliant and connected to other catalogues, namely the  

ORION GEi, and 
http://catalogue.fiware.org/enablers/publishsubscribe-context-broker-orion-context-broker  

IDAS GEi 
http://catalogue.fiware.org/enablers/backend-devicemanagement-idas   

These will let the City Enabler support micro proxies to collect the data from IoT infrastructures installed in cities.  
The FIWare Service Infrastructure facilitates the access to sensors (IoT) acting as a Context Broker managing a variety of protocols at the physical level letting the service operate at an abstract level. Hence a service can interact with a sensor/actuator by acting on its virtual representation in FIWare that will 

take care of the “implementation” of that interaction at physical level. This is particulalry useful given the variety of IoT in a city and their evoelution over time that would require, in absence of a virtualisation, a continuous update of the service. 
These properties facilitate urban service providers and the Industry to rapidly develop micro proxies that are able to get data from IoT infrastructures and put them in the City Data workspace. 

Clearly the City should move on a path to create a virtual representation of itself, as I will discuss when dealing with the Data Fabric. 
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Globally launched by the IEEE Future Directions Committee, the IEEE Smart Cities Initiative is a global, multi-discipline cross-IEEE effort, through which IEEE seeks to help municipalities address the huge demands on land, resources and services associated with population growth. 

Through the IEEESmartCitiesInitiative,IEEE experts will work with local government leaders and city planners around the world to explore the issues and address what’s needed to prepare for the ever- increasing urban population growth, including engaging and interacting with local inhabitants to increase 
awareness of their urban environment, leading to the formation of smart cities. 

• The IEEE Smart Cities Initiative begun piloting this effort, with Guadalajara, Mexico, as its initial participating municipality. IEEE Smart Cities Initiative support is part of a comprehensive strategy for the revival and regeneration of the historic city center. 
<iframe width="560" height="315" src="https://www.youtube.com/embed/SGv1jcNMG34" frameborder="0" allowfullscreen></iframe> 

• Soon after Guadalajara a bid for participation led to the selection of Trento, Italy, and Wuxi, China, to become part of the initiative and a second bid resulted in the selection of Casablanca, Morocco, and Kansas City, USA.   

• The bids saw the participation of over 60 cities, with very good quality proposals. Hence it was decided to let these cities be part of the global initiative becoming “Affiliated Cities”.  

http://smartcities.ieee.org/affiliated-cities.html 

• Municipalities selected for the IEEE Smart Cities Initiative gain access to “best-of-breed” technologies and standards and will share their knowledge and best practices within a vibrant community. 

The IEEE Smart Cities Initiative is designed for municipalities in developed and developing countries who are already in the process of planning and preparing for an increase in urban residents. As well as access to expert knowledge and insight, municipalities will benefit from valuable components such as: 

• workshops to develop white papers on which future work will be based; 

• education resources, including support for Masters and PhD students, thesis development in smart cities-related areas and development of smart cities- related courses with a focus on “MOOCs” (Massive Open Online Courses); 

• organization of a thematic international conference on smart cities 

• knowledge base/repository, to serve as a source of lessons learned and other 

• information and intelligence for future smart cities, and 

• access to IEEE Distinguished Lecturers. 
The aim of the initiative has been from the very beginning to foster the use of technology to help cities in their endeavour of getting smart and smart to the benefit of their citizenship in a most effective way.  Hence the approach to ask for an Open Data policy and the set up of reusable library of components 

and applications. 
This creates a virtual SOA that dramatically reduces the effort in technology adoption.
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If you look at yourself as an “Information processing system” you can start by considering how data are “input”. That’s relatively easy: through our 6 senses: sigth, hear, touch, smell, taste and position in space. These are respectively feeded by our sensors: eyes, ears, skin, nose, tongue and proprioceptors (in 

joints and in the vestibular area in our ears). Each sensor has a certain “throughput”, i.e. quantity of data it can harvest in a given amount of time. There are different ways to measure this, and no uniform agreement on what and how to measure, but in general it is agreed the the amount of data harvested by 
the whole sensors system exceeds the “transportation” capacity of our neural system by at least an order of magnitude. Let’s say we are in the Gbps in terms of “detection” and in the 10-100Mbps in terms of bringing data through nerves to the brain. 

This amount of data exceed the processing capability of our brain. To cope with them the brain has an awareness system that kicks in and, like your computer operating system, manage to dedicate processing resources to what it is felt to matter at any particular time. 
As an example you are receiveing at this very moment as you are reading my text data from all parts of your body, but you are basically not aware of this flood of data. As soon as you read “are wyou wearing shoes?” you perceive your feet and you feel your shoes (if you have them on) or lack of them. Isn’t it? 

In order to perceive your shoes you need to get data from many sensors (one is not sufficient) and integrate them into a coherent model and then compare this model to a knowledge base (how does it feel to wear shoes).  
Notice that here we are mixing two aspects: perception and awareness. With perception I mean making sense of what is going on, with awareness I mean becoming aware that something is going on. You might find different, opposite definitions. I’ll be discussing perception, semantics, later on.  

The important points are: 

• you need sensors 

• you need to transport data created by sensors to a processing point 

• you need to integrate data and develop a model of what is going on 

I find useful to refer to this human body awareness when discussing a city awareness because of the similarities and of the architectural and technical issues we can learn.  Nature had billion of years to develop efficient reliable systems and we can learn from it.
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http://www.esri.in/esri-news/publication/vol9-issue1/articles/semantically-enriched-vision-of-smart-city

As I discussed in previous posts we have a huge, and growing, number of sensors in our cities detecting traffic flows, pollution detectors, safety cameras, smart meters, temperature and wind, power usage and so on deployed and monitored by the Municipality. Additionally we have sensors deployed and 

monitored by biz and private citizens that a Municipality may “invite” to share. In the figure the “Institutional” sensors, that is the ones deployed and controlled by Municipalities, Institutions and commodities enterprises (power lines, telecommunications, waste management…) are shown on the upper part, 
the ones that are controlled by single citizens are shown in the lower part (traffic cameras are actually both in the public and private/individual domains). Inductive sensors, like the ones to intercept RFID are by far under the control of individuals, placing in this category shop owners. Also notice that cell 

phones are sensors whose data are “created” by the wireless infrastructure (their location, whether they are active….). They are also sensors by themselves capturing ambient data (like sound) and are gateways for soft awareness infrastructure,as I’ll discuss next. 
All of them are part of the hard awareness infrastructure but they have not been deployed to create “city awareness”, rather they serve vertical silos with very specific goals. It is up to the Municipality to aggregate these silos and create the city awareness. 

There is no general solution to this, each silos is aggregating data its own way and may or may be not have been designed for sharing the data. 
The existence of a city plan for data aggregation and management would clearly help. Rather than looking for ad hoc solutions a city may provide a general framework for data sharing and request/solicitate the sharing of data from its own silos and from the ones owned by other parties. 

Even the sharing of its own data is not an easy walk, it requires effort. Of course, looking ahead, a Municipality can enforce the sharing of data in all new systems under its control, demanding that their design accommodates for data sharing. 
There are several technologies and architectures for data aggregation and analyses. The most interesting ones are those that can learn and dynamically adjust to the changing data streams. Deep Learning techniques are today  the ones most promising. 

The goal is to create a digital signature of the city, continually evolving. Any new correlation is mapped on the existing digital signature and divergence are generating the awareness that something worth considering is happening. At the same time, recurring divergences retune the digital signature in a 
learning process that keeps pace with the evolution of the city. 

Sensors intercepting a high traffic peak at 8 in the morning are actually stating the obvious since every day you have peak traffic in certain parts of the city as people are going to work. On the contrary, a high traffic situation at a time and place where you won’t see happening normally creates an awareness 
that something is wrong.  If you are stuck in your in a traffic jam and you get a message telling you that exactly where you are there is slow traffic … well, this is not providing any awareness (I bet it has happened to you more than once…). on the other hand signalling that a road with normally fluid traffic is 

now getting congested as you move in that direction is providing awareness. 
There is a need for data repositories, both distributed and centralised. Centralisation may be most effective but it may be harder to achieve when dealing with data owned by private parties. In these cases one may accept distributed repositories and access them through queries. This is a better wy to protect 

ownership and privacy of data. Notice that I am not advocating a physical “centralised storage”. Data may sit in the Cloud(s). I am addressing “centralised” vs “distributed” in terms of ownership and access control. 
The crucial point is that a Municipality should design and foster an awareness infrastructure where as many data as possible are accessible and can be correlated. As I said, it is essential to create a digital signature of the city since this is the one that compared with the current situation generates the 

awareness. An additional goal is to be able to generate “predictive” awareness, that is by interpreting data flowing in and knowing what the city digital signature is and its response to various events be able to provide information on what is likely to happen (there will be a traffic jam in 20 minutes in a specific 
location). The next step, of course, is to take action to avoid the predicted problem.

http://www.esri.in/esri-news/publication/vol9-issue1/articles/semantically-enriched-vision-of-smart-city
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https://anakegoodall.wordpress.com/2012/02/02/the-twitter-nervous-system-new-york-city/

Each one of us is a sensor of sort. And we normally exploit our “sensorship” when we talk or send messages one another by relating what we saw/touched/smelled… and so on. Today, a good portion of our talking and message exchange takes place in digital form and this communication can be analysed to 

retrieve information. Just the fact that we communicate is a data telling where we are and whom we are communicated with.  
Besides, some of our “communications” is in public domain, like posting a tweet (6,000 per second), publishin a blog (32 per second), placing a photo on Instagram (614 per second), sharing content on Facebook (56,000 per second) … 

Applications can look into this huge flow of messages and extract data. 
http://www.internetlivestats.com/twitter-statistics/ 

http://technorati.com/state-of-the-blogosphere-2010/ 
http://www.statisticbrain.com/instagram-company-statistics/  

https://zephoria.com/top-15-valuable-facebook-statistics/  
A growing number of apps are mining this content and derive data that measure the “pulse” of a city.  Municipalities can exploit these data and share them with the citizenship creating “awareness”. 

Research is ongoing to better exploit “human sensing”. In some instances, particulalry when we want to understand “feelings” of the citizenship, human sensors can provide better data. 
http://knoesis.org/sites/default/files/aic14.pdf 

Hard facts like the number and location of crime in a city can be retrieved from data published by police departments. Looking at social media we can derive information on the feeling of citizens about a specific area of a city being safe or not. This clearly relates to the crime rate but goes beyond that. 
Illumination on the street may greatly affect perception of the citizenship. It is important both to fight crime and to improve the perception of safety to the citizenship. 

Mining social media, as well as capturing data from sensors about people location, movement and so on is fraught with privacy issues that need to be taken into account. This in turns is tied to the trust citizens have on their city, municipality and institutions. Technologies can help but it is not a silver bullet. 
Perception is crucial.
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All said and done what matters is the perception we have of our city. Perception is based on facts but it is subjective. Looking at the same fact two persons may derive quite different perceptions. One of the aspects that most influence perception is the presentation. In an object it is its design and the way we 

interact with it. In a city it is its architecture, its services and the way information is rendered and presented along with the way citizens can interact with it. 
The perceptive infrastructure can be seen as the ensamble of software/tools/devices that let each citizen look at the city, its services, its processes. Differently from the past, and thanks to modern technologies for displaying information and interacting with it we have increased the possibility of interacting with 

citizens at a global and personal level.  The Municipality has a strong interest in making sure that the perceptive infrastructure is up to the task of creating a seamless connection between the city and its citizens. 
It actually goes two ways. Technology has dramatically increased the possibility for a Municipality to “perceive” the mood and feeling of the citizenship and hence this can steer its actions. 

This is an area where we have just started to scratch the potential of new technologies and where a cooperation among architects, sociologists, designers, engineers is most needed. Research in nanotech (for turning any surface into a display), in material science (to enhance the characteristics of the urban 
landscape surfaces changing their appearance and making them interactive) and progress in artificial intelligence (increasing the awareness and responsiveness of a city and of its building blocks) are likely to change our perception of cities over the longer term (see report: Artificial Intelligence and Life in 

2030).
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Over million of years brains have evolved to make syntheses is a flash. In a blink of an eye our brain has to analyse what the senses at reporting and take action. In case of the human species the brain for its decision process rely on vision, other species may prioritize other senses. 

This has resulted in our perception strong dependence on vision, on a holistic vision. We capture the “gist” of an image immediately, most of the time disregarding specific details present in an image (this sometimes leads to a mistaken perception of reality). This is why there is the saying: “an image is worth a 
thousand words”. 

This is something city planners and designers need to take into account. Providing a detailed, precise, list of numbers to a lay person (which is each one of us in most situations) is not as effective as providing an image. Image are synthetic - numbers, and list, are analytics. 
Of course the image should be able to represent, at first glance, the substance of what one wants to convey. A cluttered image is no good at all. 

In a study made by the Carlo Ratti Team at MIT Senseable City resulted in powerful ways to represent city data (see clip), in particular the study used real time data generated by the island/city/state of Singapore. 
I particularly like the idea of representing the distance between two points in the city in terms of the time it takes to go from A to B. This time is basically the same through the day if I choose to walk. Not so if I take the car or public transportation. During peak hours traffic is jammed and it takes a long time if 

I take the car. Conversely, during night time the traffic is low and I can get there quickly. Hence the representation of Singapore island becomse larger duing peak hours and smaller at night. On the contrary, looking at the island representation to map public transport time, the islands shrinks in peak hours 
because of the higher frequency of buses and trains and gets larger at night time when public transportation slows done and you might be waiting 30’ for the next bus. 

The rendering of data into effective images creates the information upon which the “digital” city is perceived. 
Notice that advances in smart materials will create dynamic building surfaces and dynamic civil infrastructures that will merge into the digital city representation.  

A building dissipating heat (or better losing heat in winter time because of a faulty insulation) may take a reddish hue, one with better than average insulation may take a greener hue. You might even see blotches of red in a building showing the points where insulation is worsening. 
A road with a deteriorating tarmac can change its colour getting redder and redder as you are approaching a pit-hole… 

Clearly these are just suggestions to make the point. I am not suggesting to have our cities becoming an Arlequin…  More on this in a little while.
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Some cities have started to integrate the data originating from several sensors networks, like energy distribution, raod traffic, public service availability and location and much more into a comprehensive representation providing the pulse of a city. 

In some experiment going on in Como by Milan Polytechnic security cameras are used to measure pedestrian traffic and the interest generated by shop windows, arts display in squares and streets, information panels. 
xxxx 

In Rio de Janeiro, IBM has built a comprehensive city control center that provide at a glance the status of the city enabling prompt reaction to unanticipated events. 
A control center can also be very useful if it become a tool to create the city digital signature. By constantly monitoring the varios parameter of a city the center accumulate a history that can be analysed to intercept patterns (the digital signature). At this point any divergence from the digital signature 

generates an alarm, unless there is a reason for such a divergence, like a scheduled concert attracting an unusual number of people in a certain area. Notice that also a concert has its own digital signature, so, as an example, the detection of a disordered flow of people may indicate a problem. 
Many of the data flows are not owned by the municipality and need to be negotiated with each owner. Additionally, their representations may not fit the one desired by the city managers so it may not be good to just “connect a display” to visualise the rendering used by the data owner. It is usually better to 

get the raw data and process/render tham in line with the goals and look&feel desired. The cooperation among different players in the city environment and the municipality that is required for the data aggregation and display in the control center is also fostering an effective cooperation in the actions that 
may require joint effort. 

A control center, at least most of it, should become a tool to communicate with citizens. One coud replicate the displays in several places in the city, like railway stations, bus stops, schools. This help in keeping people informed and highten the perception that their Municipality is in control, cares and wants to 
share with them the “running” of the city. 

Part of the control center display should be tied to social media analyses, intercepting citizens tweets, post, messages relevant to the city. 
Finally, a Municipality should see its control center as a “Service Provider” and can monetize some of the services, since they can provide useful information to biz operating in the city.
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Piccadilly Circus, Time Square, Ginza. You name these places and you used to get the image of huge, pixellated, video displays. They captured the people attention. Nowadays many areas in many cities have these huge displays, most are used for advertisment, with a bit of space reserved for news. 

The technology has lowered the cost of wall sized display and increased their quality so that you can stand not far from the display and still see the image (rather than a collection of pixels). 
Totems have also sprung up in many cities, in squares and commercial centers, at bus stops and inside offices open to the public. Clearly totems are a bit more personal than a big vidiwall. This latter can be used to broadcast information to all passing by. A totem support direct interaction hence it can deliver 

customised information. Totems are losing their glamour because of smart phones that could serve as very personal totem. 
The totem, differently from asking citizens to use their own terminal, has a physicity and a visibility that a cell phone does not have. This is why Municipalities may elect to deploy a few totems around the city. They can also serve as beacon for data download creating a wifi area and hosting local storage. They 

can also act as charging stations for smart phones and contactless data transfer. 
These are all places that can provide citizens with an enhanced perception of what is going on. Only few cities, so far, like Singapore, Minneapolis…have taken the road to show the “status” of the city to its citizenship through large open air display. It is something that should be considered since it is a very 

good way not just to spread information, also to ensure that the same information is shared, as an experience by many. 
In Trento, as EIT Digital, we are considering doing this, within a project just started leveraging on the FIWare platform creating applications that access the Trentino Open Data.
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Augmented reality for smarter cities

Look around as you walk in your city. Wherever you are it is more than likely that you see people with a cell phone in their hands. Cell phones have become an extension of ourselves, and out the myriad of applications existing we have surely found a few that fit our needs (and whims). 

Any Municipality in basically any part of the world can count on its citizens having a cell phone. There are actually more cell phones than people (which does not mean that any person has a cell phone) and the number of smartphones, keeps growing exponentially.  
Smart phones are the key to access the internet and the web, with its unlimited bounty of data, information and services. 

Augmented reality is now … reality in several domains, from airplanes maintenance to advanced surgery, and of course -look at Pokemon Go- in entertainment.  Education is starting to take advantage of augmented reality as well as retail shops. 
In many cities it is possible to point the smartphone camera to a building, a square, a marketplace and see, overimposed on the image you see with your eyes, information pushed on the screen. 

As technology progresses the blending of information and real images of the city will become seamless. 
A Municipality can exploit augmented reality to deliver information to citizens, as many other players in the city arena. 

However, a smartphone screen has very little resemblace with a totem or with a vidiwall. It is personal and the cellphone to which it is attached knows a lot about its owner. This means that the information pushed from the environment to the screen can be intercepted, filtered, rendered in different ways and 
combined with others making them “our information”. 

My bet is that we are going to see a tremendous advance of personal augmented reality in the next decade. Our smartphone, tablet and the wearables that will find a success in the market will become smart interfaces through which we will perceive the city. Most likely the seamless link between us and our 
very personal smart city.
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Over and over, be it when discussing sensors, infrastructures vidiwall or personal screen, the leit motif is one: data. 

Data used to be something one would feed into a computer to have them crunched and transformed into other data. They are now so numerous, no-one really knows how much data is out there, how much is being created and exchanged. There are, of course, estimate. In 2000 and then again in 2002 people 
at Berkeley tried to measure the amount of data created under a certain number of assumptions (how much data is a song? Well it depends on how you code it and how you compress the code…). More recently Cisco started to release their estimate on the amount of data exchanged, consulting companies 

are periodically publishing reports on the number of data certain market segments are producing/using….  
These figures seldom match in the different “studies”, surely because the methodologies differ but also because it is extremely difficult to really pintpoint these numbers. 

On one thing everybody agrees: the number of data, created, exchanged, used is huge and it keeps growing. Just one number to grasp the magnitude: the US Department of Defense by 2020 will be operating 30,000 drones, each of them generating 43 TB per day. That is 1 Exabyte per day! 
How many data is a city generating? Again a quite difficult question to address. What is a city? Is it just the public infrastructures or does it include its citizens, the private business, the vehicles moving around … 
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We will be moving over the next ten years from the ExaByte Era to the ZettaByte Era. These quantities are just beyond our capability to grasp their magnitude.  Managing and leveraging on these data requires ever more powerful technologies.  

A lot has been done if we look back to the time of the first data bases and heuristic problem solving. Around the end of the last century the data flow and their availability, along with sufficient processing power has radically changed the way we approach problems and solve them. 
Whereas in the past the focus was on the design of sophisticated algorithms (or other computational method) now the approach favours quantity of input with statistical analyses that gets rid of imprecise input. This has been affecting many areas. 

A city used to have a few (expensive) air quality sensors and spent money in ensuring their effectiveness.  Now we can have sensors placed on hundreds of taxis that by moving around every day generate many thousands samplings all around the city. Many of these samplings are repeated over and over by 
several taxis passing through the same place and these multiple measurements are used to get rid of any inaccuracy in individual sensors. 

The continuous creation of messages in various forms by citizens can be leveraged by technologies of sentiment analyses providing cities with an understanding of their citizens’ feeling.  
The digital signatures of a city create a multiGB set that is contiuously evolving and can be used for awareness generating red flags if something unexpected happens, often well in advance of being perceived by citizens. 

As in the past as city was defined by its landmarks in the future it will be defined by its data. A municipality shold rapidly move to aggregate, manage and leverage data opening them to let others to leverage on them as well creating wealth. 
In most cases, municipalities are looking at data as “problems” and as “cost”. The perspective needs to change radically, seeing them as “resources” and “revenue generators”.
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  Data as the   
  Smart City Fabric 

  Data dynamics in  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  Open Data is the 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Data have been considered (along with Turing idea of computation) as input or output. They are outside of the network. Well, my idea is that once you have a lot of interconnected data they are not just becoming part of the infrastructure, they actually are an infrastructure. 
In tomorrows’ cities data will be the crucial infrastructure, a fabric, supporting services and creating the ambient in which services and people will thrive. Data will be more than a cyber-representation of our cities, They will be an integral part of the city.
Take as an example a self driving car. That car will clearly make use of a variety of city data (its streets layout, the traffic load in specific areas, the presence of accident and roadwork, the goal of its passengers matched with the resources of the city -who has what you want to buy…). Now imagine that all cars are 
self driving cars.
They will negotiate among themselves what is the optimal way of using the streets and you will see the traffic topology dyanmically changing. What was half a hour ago a two way street has now become a one way street with cars going North, and may be in half a hour it will be a one way street of cars heading 
South.
Data are reshaping our perception of the city and of our presence in it. By looking at tweets, calls, messages we discover the hidden social infrastrucutres and we could even gauge the mood of the city, the interplay of its physical and social infrastructures. By mixing atoms and bits we relate to the city in a way that 
wasn’t possibile before, although we had some glimpse of this in the past. Have you ever had the opportunity of looking at a city neighbour, architecture, monument through the eyes of an engaging and experienced guide? You would have notice that seeing the city through those eyes bring a completely new level 
of experience and perception.  Bits can magically mix the present and the past, what is out there and what is inside you, what is you and what is you in a social community.
This is what EIT Digital has started to do. With 3cixty, that targeted Milan and its 2015 EXPO, and now London and Nice, tomorrow any city in the world. 
I have the feeling that this seamless mixture of atoms and bits is for the first time upon us, and if I have to bet on what this period will be remembered in the future it will be this. 
I mentioned in a previous post the evolution of cities paradigm from machines to living organisms. IoT, ambient awareness, holistic and personalised experience, all made possible by ICT, and it is happening now, it is here to stay. The abundance of processing capacity has actually shifted our focus on data.

http://www.hitachi.com/products/smartcity/vision/concept/it.html
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Probably the most straightforward way to extract value from data is to apply filters. The problem, of course, is how to match a filtering criteria to a relevant data. Filtering has become more and more sophisticated, although not everywhere. When I search for something in my email lot (that’s pretty close to be 

big data…) I only get exact matches. When I search the web using Google I get a broader set of results since Google looks for synonyms and more and more is able to interpret the search string as a question. 
There is still quite a bit of progress that can be done in filtering, like adopting the user context so that this is also used as a filtering criteria. In general the trend is towards a filtering based on semantics rather than on syntax with semantics defined by the user context. 

Dedicated apps for navigating through a city data fabric are getting more and more sophisticated, 3cixty developed in EIT Digital activity in 2015 falls in this category. 
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Today the extraction of meaning out of big sets of data is pursued through deep learning technologies, the grand children of the data mining technologies of the nineties. They have the capability to create applications that learn and get better the more they are used. Deep learning examins data in 

subsequent layers creating progressively more abstract views making meaning emerge. 
As shown in the photo deep learning applied to an image first decomposes the image into a number of components then associates to each component a “weight”, These weights are used to evaluate the probability such an image (or any other representation, including a text where the conponents are the 

various sentences) can be relevant to a given search. 
With the growing access to a variety of data streams representing different aspects of a city it becomes possible to find “hidden” meaning, to spot patterns and phenomena that are not evident in any single stream but emerge once we analyse them all together. Finding correlation is going to provide city 

administrators and citizens with a much better understanding of their city. 
The problem with correlation is that it can circumvent anonimity. Data that have been anonymised, like the identity of a cellphone when sharing its call behaviour, positions….if correlated with other data may lead to the identification of the user.   

This is possibly one of the most thorny challenges that a Municipality aggregating and opening data has to face. 
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The ensamble of data that describe an object, its behaviour can become so precise to actually become a unique description of the object. By taking these data and pruning all the ones that are redundant (in the sense that they are not contributing to its unicitiy) we obtain the digital signature of the object. A 
washing machine vibrates when it is working. Engineers have discovered that each single machine vibrates in its own unique way that is unaffected by where the machine operates.  They also found that two machines of the same model vibrates differently, hence they can be single out one from the other, but 
they also share some common characteristics that singles them out from a different model. Hence we can have both a signature for a specific machine as well as a signature for a model.   
This concept can be applied to buildings, apartments, vehicles, 

Interestingly, the dynamic data associated to an object can also provide a sort of signature of what is going on. Tracking the movement of a cell phone can tell us if the owner is walking, it is on a car or on a public transport. By looking at the charateristics of the movement, speed, stops and go, accelerations… 
it is quite easy to tell the story.

This is useful for a city planner and manager since by just looking at the way cellphones move one can get a very precise understanding of the traffic situation, how many people are boarding a bus, when they hop on and when they hop off. It becomes possible to track the position of buses in the city, see if 
they are slowed down and more.

In many cities public bus drivers are given a cell phone for service use. That phone can be used to track the bus with a good accuracy. Of course this information can be shared so that citizens can see where the various buses are, and can be shared with apps that can inform people on the best way to go from 
A to B.

The Digital Signature creates a virtual city that can be exploited at very low cost by service providers and its one of the benefit of having a Data Fabric.



‹n.›

 Filtering 

 Deep Learning 

 Digital Signature 

 Mood Detection

Exploitation

Data Fabric

MIMMI, a “collective mood ring”

There is no point is having a Smart City, however you are classifying “smarteness”, if its citizens are not “happy”. There are various ranking on the happiness of Countries (with Bhutan and Costa Rica topping the list) and happiness of cities but they tend to be based on macro parameters (education level, 
average income, crime level, life expectancy and so on).

Now there is the possibility to look at the “person” level.

By analysing the “happiness” level of messages exchanged through social media, tweets, and instant messages applications can detect the mood in a community. It can spot areas in a city where people are happier, other where they are stressed and so on.

So far these have been demonstrations of feasibility. At MIT safety cameras all around the campus and in the buildings have been used as sources of images of the faces of people. These are analysed to detect various types of emotions, happiness, concern, stress, annoyance, boredom… and the prevalent 
emotion is converted into an emoticon that is shown on panels with the map of the campus, each area showing the prevailing emotion. In Minneapolis a Moebious like sculture represents the various city’s boroughs, each illuminate with a different light representing the prevalent emotion.

http://www.minneapolis.org/mimmi/about-mimmi
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Data have become so valuable that have attracted the interest of digital thieves, hacking in the system, stealing and tampering.

Data protection should be the top priority of the physical owners of data, the ones controlling the storage and access to the data. This is usually the weak point and the one mostly attacked by hackers. 

The other usual way of stealing data is by physhing, stealing the access credential from the owner by having him providing the credential to the hacker that is emulating a legit website.

Intercepting data as they are transmitted is much more difficult since they are brocken in packets that may flow over different paths, likewise hacking a wireless link.

The number of data breaches keeps growing, year over year and now its tally has pass the billion mark of data records lost or stolen. Banks, merchants storing their clients credit cards have been the major target, along with million of individual PCs attacked via physhing.

As Municipality are starting to aggregate data they are becoming vulnerable to attacks and they should also become aware of the possibility of malicious attacks aiming at disrupting the city services and processes as they will be relying more and more on data.

This is going to be a never ending story. As data will continue to increase their value and importance there will be more and more attempts to hack, technologies will provide better security but at the same time technology provides better ways to attack data.  It is like having technology that lets you create more 
resistant steel to buid your safe and at the same time more powerful laser beams to drill it.

Protecting the privacy of citizens (and biz) data is also a major concern for the Municipality (and anyone storing people’s data). Here the protection of data as such, through anonimity, is not enough since the anonimity can be circumvented through correlation as previously noted.  

Unfortuantely, for both security and privacy, we are faced with a chain whose “rings” are owned and controlled by different parties, one being the originator of the data, often the citizen. It is sufficient to break one of these rings to have access (in many cases) to the whole chain.

Clearly, tampering with a personal PC is affecting only the data chain connected to that PC (that person), data segmentation in the data bases of the Municipality or merchands should protect other data chains (although some times this has not been the case, particulalry when the breach affected a PC of a data 
manager who has higher clearance).

Although in abstract people value their privacy in many cases we see that their behaviour is not “privacy conscious”. The use of social media is a clear example. People are revealing a lot about their private life with no serious thought about the consequences. The ubiquitous use of tagging let third parties to 
publish a photo where I happen to be in without any control from my side.

As image recognition becomes more and more effective it will be no surprise to see the possibility of searching billion of photos and identify my presence in them, even if I was not tagged. Privacy is very feeble in this digital world.

Another important point is to preserve the ownership of data and as we have seen over and over this is an even tougher issue than privacy.  Bits can be copied at will and a copy is not different from the original.

However, data managed through a system of API that delivers certain data upon request are easier to protect, at least to a certain extent, and notice can be taken on who is asking for those data. There are a number of techniques to make this happen and platforms like FiWare support this type of control. The 
point is to enable an economic market on data. If revenues are made by using data owned by a certain party that party has to have to possibility to enter negotiation with the party using his data to come to an agreement on revenue sharing.

This ia important for the data owner as well as for others that might consider sharing their data through that platform.

The point is that a platform should be like a market square. It should open goods to potential buyers and should enact rules to sustain value for each transaction.

A Municipality moving onto the Open Data framework should provide access through a platform able to sustain a marketplace.
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Segreteria Generale della Provincia Autonoma di Trento 
Incarico Speciale in materia di Innovazione

Trentino Open Living Data 
Autonomous Province of Trento:  
role and ongoing projects 

Materiale riservato – non divulgabile

The Trento Province has consistently pushed innovation on its territory and has moved fast in the digital space. Few years ago they took the decision to open up their data adopting an Open Data Framework, creating the Trentino Open Living Data and soliciting their suppliers to do the same.

Since that moment all projects that the Province has been funded have been asked to comply with the Trentitno Open Living Data.

Thris parties can access these data through a set of API and third parties wishing to open their data adopting the Trentino Open Living Data framework are protected by Trentino Legislation.

http://www.smartcityweek.it/Trento-Smart-City/Servizi-Smart/Servizi-online-informativi/Open-data-Trentino
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‹n.›250 types of Statistic Data

120 types of Geographic Data

70 types of Metadata

Data Integration
Trentino Open Living Data 



‹n.›

Projects Integration
Trentino Open Living Data 
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Example: Cancer prevention
Trentino Open Living Data 
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Example:Traffic
Trentino Open Living Data 
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Example:Traffic
Trentino Open Living Data 
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Example:Traffic
Trentino Open Living Data 
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	The	data	providers	are	chosen	to	
describe	the	territory	at	360°.	

	The	industries	already	involved	are: 
 
	-	Autobrennero	(road	traffic,	freights 
	-	Poste	Italiane	(good	delivery,	financial  
			transactions)  
	-	Dolomiti	Energia	(energy) 
	-	Telecom	Italia	(telecommunications)

Health

Public	Transportation

Traffic

Retail

Financial	
transaction

Utilities

Telecommunication

Trentino Open Living Data 
Data Providers

The publication of the Trentino Open Living Data stimulated several companies operating in the Province to subscribe to the initiative and to open (part) of their data. This is creating an interestingly broad data set allowing third parties to create correlations that transform into services.

An Hackathon has been run since 2014 with the participation of over a thousand parties from all over the world to respond to the challenge of leveraging those data.
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Data Fabric
Example:Smart water meters in Long Beach

The city of Long Beach, California is using smart water meters to detect illegal watering in real time and have been used to help some homeowners cut their water usage by as much as 80 percent. That’s vital when the state is going through its worst drought in recorded history and the governor has enacted 
the first-ever state-wide water restrictions. 

http://www.presstelegram.com/environment-and-nature/20150312/long-beach-smart-meters-aimed-at-lawn-watering-violators 
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Data Fabric
Example: Sensors in the roads - Los Angeles

Los Angeles uses data from magnetic road sensors and traffic cameras to control traffic lights and thus the flow (or congestion) of traffic around the city. The computerized system controls 4,500 traffic signals around the city and has reduced traffic congestion by an estimated 16 percent.   
  http://www.zdnet.com/article/los-angeles-synchronizes-all-traffic-lights/ 

Los Angeles, the U.S. traffic congestion king, is the poster child for automated traffic control systems. Using data from an array of magnetic road sensors and hundreds of cameras, a centralized computer system controls 4,500 traffic signals throughout  the city in an effort to keep traffic moving. Completed 

two years ago, the $400 million system is credited with increasing travel speeds around the city by 16%, and shortening delays at major intersections by 12%. 
http://smartcitiescouncil.com/article/battling-traffic-jams-smarter-traffic-signals 
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600+ buses

Data Fabric
Example:Smart buses in Porto

A tech startup called Veniam is testing a new way to create mobile wi-fi hotspots all over the city in Porto, Portugal. More than 600 city buses and taxis have been equipped with wifi transmitters, creating the largest free wi-fi hotspot in the world. Veniam sells the routers and service to the city, which in turn 

provides the wi-fi free to citizens, like a public utility. In exchange, the city gets an enormous amount of data — with the idea being that the data can be used to offset the cost of the wi-fi in other areas. For example, in Porto, sensors tell the city’s waste management department when dumpsters are full, so 
they don’t waste time, man hours, or fuel emptying containers that are only partly full. 

http://www.npr.org/sections/alltechconsidered/2015/03/02/389250795/free-wi-fi-on-buses-offers-a-link-to-future-of-smart-cities 
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Data Fabric
Example:Smart garbage bins in London

Smart Garbage Bins

A tech startup called Veniam is testing a new way to create mobile wi-fi hotspots all over the city in Porto, Portugal. More than 600 city buses and taxis have been equipped with wifi transmitters, creating the largest free wi-fi hotspot in the world. Veniam sells the routers and service to the city, which in turn 

provides the wi-fi free to citizens, like a public utility. In exchange, the city gets an enormous amount of data — with the idea being that the data can be used to offset the cost of the wi-fi in other areas. For example, in Porto, sensors tell the city’s waste management department when dumpsters are full, so 
they don’t waste time, man hours, or fuel emptying containers that are only partly full. 

http://www.npr.org/sections/alltechconsidered/2015/03/02/389250795/free-wi-fi-on-buses-offers-a-link-to-future-of-smart-cities 
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Leveraging on the Citizens
Creating a culture of participation

 It’s citizens’ city

A 
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Leveraging on the Citizens
Creating a culture of participation

 It’s citizens’ city 

 You can make a difference
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Leveraging on the Citizens
Creating a culture of participation

 It’s citizens’ city 

 You can make a difference 

 Speak their language

A 

http://2010.futureeverything.org/news/opendata1 
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Leveraging on the Citizens
Creating a culture of participation

 It’s citizens’ city 

 You can make a difference 

 Speak their language 

 Opt in for data sharing

APP Open Data Trentino

Smart Phones can be tremdously effective sensors in many areas including understanding the social communities within a city, a prerequisite to understand their needs and expectations. 
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Leveraging on the Citizens
Creating a culture of participation

 It’s citizens’ city 

 You can make a difference 

 Speak their language 

 Opt in for data sharing 

 Start with the young generation

A 
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Leveraging on the Citizens
Enable participation

Waze

 Sharing Info

A 
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Leveraging on the Citizens
Enable participation

Improve My City - EU Project PEOPLE

 Sharing Info 

 Creating Apps

A 
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Leveraging on the Citizens
Enable participation

Feedback is bullshit without a Loop - Jeffrey Davis -LinkedIn

 Sharing Info 

 Creating Apps 

 Give feedback

A 

   
The application has been developed within the European Project PEOPLE, in close cooperation with the Municipality of Thermi and user groups. It is therefore a truly user-centered digital application, adapted to the needs Municipalities and local communities. Moreover, the source code of the application is 

available free as open source software. 
http://smartcityapps.urenio.org/improve-my-city_en.html
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From Atoms to Bits  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Technology Smart City Index

Cities have attracted people and conversely people built cities and gave them a “personality”. You can’t have a city without citizens, although you can have a throng without a city.  What links the two are infrastructures.
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Se
cu
rit
y Privacy

Business

Difficult Decisions

Cities have attracted people and conversely people built cities and gave them a “personality”. You can’t have a city without citizens, although you can have a throng without a city.  What links the two are infrastructures.
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Tecnology vs Happiness 

Quality of Life
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Cities have attracted people and conversely people built cities and gave them a “personality”. You can’t have a city without citizens, although you can have a throng without a city.  What links the two are infrastructures.
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Wrapping up

A day made of glass - Corning
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